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Abstract

Traditioral adhoc networks providan excessiveadvantage irthe scenarios where an
infrastructure network is difficult to create (e.battle field, dsaster environment) anghere
the users requir@rapid access of communication. An Awc Social Network (ASNET) is a
branch of traditional attoc networks which operats in an infrastructurdess distributed
environment using social propertiesitsfusers (such as social graph, community, centrality,
similarity, social tie and human mobility pattern,.gfor communication ASNETSs provide
an easier communication and efficient utilization thfe resources by usinghe above
mentionedsocial properties of nodes. lime communication process ASNETs usually
exchange two types of data, i.e., social metadata pptication data.ln order b search
similar interest or share social popularity lewebf nodes, thereare exchangs of social
metadata between existing nodesdditionally, to transfer files or data, ASNETs use
application data exchangindglowever, due d the usage of wireless environmentise
bandwidth in ASNET$ s quite scarceThis leads to the congestion created by social metadata
and application data in thestwork. Furthermore, when ASNEdsers run multiple social
applications in a single sourced® some other scenarios can also create congestion loss in
ASNETS, theseinclude: (i) mismatch between source atintermediate node interest, (ii)
limited queue capacity dhe intermediate nodg (iii) improper scheduling of data packets,
(iv) less Ink capacity of destination node, and (v) unnecessary acknowledgments.

ASNETSs, thatexplore social connectivittamong users of mobile devicesare also
becoming one of the most important forms of mobile net&oHlowever, hcrement in
number of users due social networkand a single user running several social applications at
the same timgaves the way for congestion in ASNETEherefore, maximunibandwidth
utilization of ASNETIn resource scarce environmgemg one of the major challenging tasks.
To ovecome thecongestion issige traditional TransmissiorControl Protoco(TCP) useghe
round trip time mechanism for sharing bandwidth resources between users. Howeves, it
not explorethe social propertieamongnodes andt cannot differentiate effeeely between
various types of packet losses in wireless netwdbksthe other handhé usage of various
applications and the dynamic nature of the netvabtskcreateunnecessary congestiamhich
might degrade the quality of servio¢ an intermediatenode dramatically. Therefore, there
existsome dropping approaches usoigp-tail or Random Early Discard (RED) techniques
to drop data packets from the intermediate node qgueuecircumventing congestion
Furthermore, n order tocontrol congestion inraintermediate node amacquire the most
important datainitially, a technique such as data scheduling throwuglleto-node
communication can be helpful IASNETs Usually, adhoc network packet seduling
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schemes behave in Fisti-FirstOut (FIFO) orderFinally, in multi-hop ASNETS reliable
social connectivity and transmission of data for popular na@dessital with congestion
control solution. The reason for unreliability in muliop ASNETS is the usage tife same
path between data and acknowledgtmgacketsvhich paves the way for wireless contentions
among nodes and thus creatée collision on paths within the networkJnnecessary
acknowledgments and sharing of lasgaount ofdata with single node createongestion in
multi-hop ASNETS.

In ASNETS, lot of users are involveth communicatingvith one amother. The goal of
every user/node in an ASNES to save resourcesr efficient communication witlsimilar
interested node Therefore, insuch scenarios, social propertmsch as similarity, soal tie
and social graph ka the greatest advantage Furthermore, for efficient utilization of
resourcesysageof social propertycentralityhasa vital factor. Therefore sharing of resources
based on sociwareness and minimizing the wastage of resgsu throughcongestion
control schemarea significant research direction. The consideration of congestion problems
is necessary for resolving the wastage of resources in ASNETSs so that users can acquire the
necessary and exact data packets within tiue to norsocial behavior of traditional aubc
networks, existing schemes cannot fulfill the requirements of ASNETs and cannot perform
efficiently in congested environments.

To improve congestion control in ASNETS, thissertatiorfocuseson controllng data
packets of nodes by integrating the netwalg(,available bandwidth ansize ofnode queue
length and sociaproperties(e.g.,similarity, closeness and degree centraliye addressd
four main problems as follows:

(a) How can we partition banddih amongsenders when an intermediate node has
limited bandwidth and it only ward to sharethe resources with those sender nodes
that havesimilar interests?

(b) Which dropping method and social property is useful in ASNETs when an
intermediate node receisdots of data from sendeend it has less queue capacity in
comparison to these data packets?

(c) How can we transfer social prioritized data packeis an intermediate node earlier
and provide fairness in serviz€&urthermore, which social property islpiel for
efficient employment of resources among nodes and scheduling data packets
accordingly?

(d) Which method is helpful in solving the reliability issue associated with a congestion
control scheme? How can such a method provide full utilization of resouvkhen
data packets transfer through milp nodes but the capacity of the end node and
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intermediate nodes are limited dwwehidden/exposed node problemd unnecessary
acknowledgmentespectivel

Thefirst problem ofthis dissertations solved by psposinga socially-aware congestion
avoidance protocol, nameljyiBIAS , which takes advantage of similarity matching among
intermediate nodes, to improve the resource efficiency of ASNEIBIAS performs
efficient dda transfer During the course of banddth resource allocation, it gives high
priority for maximally matched interest between different TCP connections on ASNET link
TIBIAS does not require any modification at lower layers or time receiver node
Experimental results show thdiBIAS perfom betterin comparisonto other relevant
stateof-the-art protocols, in terms of link utilization, unnecessary reduction of the congestion
window, throughput and retransmission ratio.

The solution to the second question Bia-inspired Packet Droppind3PD) algorithm
for ASNETs BPD imitates the matching procedure of receptors and epitopes in Immune
Systems (IS) to detect congestions. The drop probability settings depend on the selection of
data packets, which is based anode priority level. BPD sekcts the most prioritized node
through social properties, which is inspired by thedB stimulation in IS. In order to fairly
prioritize data packets, two social properties are used: 1) similarity and 2) closeness centrality
between nodes. Extensive silations are carried out to evaluate and com®® to be
other existing schemes in terms of mean gmoi mean loss rate, throughput, delay, attained
bandwidth and overhead ratio. The results show BRD outperforms these existing
schemes.

Thirdly, in order to solvethe congestionproblems in ASNETSs, we propase user
popularitybased packet scheduling method calldp-aware for congestion control in
ASNETSs.Pop-aware initially calculates the traffic load @nintermediate node. Secondly, it
compute the social popularity of sender nodes using degree centrality (social property) and
then prioritizes all incoming flowd?op-aware also provides fairness of service received for
each flow after calculating active service rafée illustrate the performae of Pop-aware
through a series of simulations. In comparison to existing scheduling algorithms, it performs
better in terms of control overhead, total overhead, average throughput, packet loss rate,
packet delivery rate and average delay.

The final focusof this dissertationnvolves the proposal & Reliable TCP for Popular
Data in Sociallyaware Adhoc Networks calledRTPS. It computes the social popularity of
sender nodes using degrcentrality (social property). Thereforeimprovesthe transmison
reliability by assigning bandwidth to users based on their popularity levels: extra bandwidth is
assigned to those nodes that are more popular and their acknowledgments are sent with higher
priority. In addition, RTPS further reducescontentions and p&et losses by delaying
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acknowledgment packet transmissiombBe working ofRTPS is based on the receiver side
that provides solution without gathering explicit information of intermediated ndoies.
detailed investigations demonstrate #xeellentperformance oRTPS in terms ofbandwidth
division, throughput latencyandoverheadwith different hopdistancenumber of concurrent
TCP flowsand variable packet loss rate

Keywords: Congestion AvoidanceAd-hoc Social Networks; Degree Centrality;
Closeness éntrality; Mobile Social Networks; Resource Eiiocy
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1 Introduction

Traditional ®cial networks are usddr communicatioramongpeople andor providing
social connectivity through wellased social sites. Using these social sites, a large number of
people connect witltone anotherFor example, Facebook is the largest social website with a
population of 845 million memberglsers can access their Facebook accatmtgightheir
mobile devices, laptops and PDAs. These applications ensure social catynastongusers
with common interest The mutual interests and experiences of closely related users could be
identified throughcontent thats created by devices automatically

Traditional social applications are solely based onlittternet:therefore the usage of
these aplications is not possible whemternet connectivity is not available. A survey
conducted by Friedman et &l] showedthat more than 1.9 billion Wireless Fidelity (\Wi)
devices will be enabled in 261Nowadays, the advanced mobile devices are equipped with
multiple wireless technologiesuch as cellular radioWi-Fi, and Bluetooth. Therefore,
wireless devices show rapid changes in different environments, which have introduced a new
concept called Adhoc Social Networks (ASNETSs). ASNEBsethe combination ofwo-tier
architecture that is based on physiaahoc networks angirtual socialnetworksas depicted
in Fig. 1.1 ASNETSs provide high advantages in scenarios where a stable network connection

Social Community (B)

Two-Tier Architecture of Ad-hoc Social Networks (ASNETS)

Fig. 1.1. Convergence of Satiand Adhoc Networks
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is difficult to create or maintain. Marguchapplications akady exist where communication
without adhoc networks is difficult to achieve, e.gn a military environment, a civilian
workplace and in a law enforcement company. However, the communication and sharing of
resources in ASNETs are different from tramfithl adhoc networks. In ASNETS,
communication depemsdon the social properties (social graph, human mobility pattern,
similarity, centrality, community, and social tie) of userso arealso helpful in efficient
utilization of resourcep, 3].

The majorpurposeto design ASNETsystemsis, in modern eraa large numbers of
people often communicate with one anotfugrseveral reasons such as business, conferences
or friendships. Due to the larger number of nodes and further to réasleicengestion in a
network, user wants to communicate with specific nodes that have similar social property.
Therefore, to find somepecific users, social property similarity has much importance. The
consideration of social graph, #s#rength and human mobility pattern also gthie high
advantage in finding the precise person or usetthéncontext ofthe earlierfinding and
commurication with previous user in ndar prospect, the contact history has greatest
significance. For reduction in complexity level of netwotkese social properties are
cooperative for dividing the large number of community into differentcauwbmunities.
Furthermore, ifthe destination node is not in rangéen the social property such as degree
centrality provides reliable solution for selection of relay node. Besides, users want to
communicate with node ubiquitously even if the accessibilittheintemet is not available.
Consequently, atioc networks require these social properties that provide social
communication everywhere and help in designing the ASNHEIsnerous applications
involving social properties in adoc netvork are available in literata [4]. These include
Jambo Networks, Nokia Senso, EIKO and MultiHoc.

1.1 Motivation

To communicate in ASNETS, it generalikchangedwo types of data. In ASNETS,
mobile nodes usually exchange social metadata in order to searchr giteitast and they
exchange application data to satisfy the social application. ASNETSs utilize scarce bandwidth
of wireless environments to communicate among nodes. The nodes in ASNETs use social
metadata updates to create connections between irdendsir nodes. Every node tries to
find those nodes which hasgemilar interests and share their own profile, otherwise the node
works as a relay nodé]. Short handshake messages are used for sharing the social profile of
each node, which recognize the communicating nodes. Optionally, the nodes also exchange
full soci al pr oyl gessindethe lashoentaet bdinvaean the eodeas. After ac h a n
successful handshake, social networks execute the forwarding algorithm to match
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thedi scovered nodeds soci al proyle. The bandw
usage ofwirelessenvironmentstherefore, the usage of social metadata and application data
creats congestionon the network Furthermorecongestion can also occur and degrade the
performance of ASNETsvhen nodesvork in complex network according &elforganizing
method

In ASNETS, due tothe large number of users in a single social community and the
simultaneously usage of multiple social applications at a single node, the sharing of proper
resources among nodes and asgaitk in congestiorelated losses is a vital building block.
For efficient utilization of resources and providinigirness between data using social
properties of nodes, it is necessary to avoid overwhelming of relay or intermediate nodes. In
order to reducéhe congestiorrelated losses, two kinds of approachesugexl. One approach
is related to Congestion Control (CC) and the other is related to Congestion Avoidance (CA).
CC scheme is reactive and works after congestion occurs in the network. CA is a proactive
approach as it activates before the occurrence ofesbiog The transport layer takes an
important role since it controls the data rate before the occurrence of congef®tONETS
Furthermore, it needs superfluous care as inhad networks, the connection and
disconnection occurs most of the tinwehich creates wireless link losses. The solution of
congestion related losses can be provided through many schemes in which Transmission
Control Protocol (TCP)6, 7], Active Queue Management (AQN§] for dropping[9] and
scheduling[10] are the most important. Furthermore, the delagdknowledgmenf11] and
partition of bandwidth also provida high advantage f®olving congestion related issues.

Theincreasing number of mobile applicatioreates congestion and increaB#sError
Rate (BER). In addition, the lesapacity of link and delay in transmission affects the TCP
and AQM stability. Therefore, to prale reliable and efficient communication in ASNETt 6 s
necessary to manage data rate according to bandwidth of network with less delay in

Tab.1.1: TheRangesf Network Types

: Delay in
Network Type BER Bandwidth y .
Transmission
Wired LANs[12, 13] O ®o0 10Mbps10Gbps <lms
Wired WANs[14, 15] 10° a 5 0 M{d4isps 10ms300ms
Data Center§l6] 1012 1Gbps1Tbps 10 0hrs
802.1FWLAN/Ad-hoc
>10° <1Mbps600Mbps 1ms200ms
Networks[17]
Cellular Mobile Network$18] 10° 384kbps3Mbps alo0 0lms
Satllite Networks[19] 101 100kbps155Mbps 250msls
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transmission. fie comparisorof BER with the capacity of link and delay in transmission,
Table 1.1 explains the chacteristics ofvariousnetworks. The BER range varies in optical
fibre links and wireless networks from 1®to 10° [12-15]. The capacity of bandwidth is in
multihop wireles adhoc networks and data cerg vary from kbps to Thp$l6, 17].
Moreover, the transmission delay tellular mobile and satellite networks vary from
microseconds to secomfll8, 19]. The performance of ASNETs should be improved when
large numbers of nodes exist in a network and a user mursple applicationsfor
communication at the same timEhere is the need to manage data eifeiently for the
improvement othroughput andeducton in transmission delay

Although to perform efficiently in wireless dwc networks, some schemes are
discussedn [20-23]. In addition, the solutions rekd to congestion control with fairness
issues are also discussed at MAC, routing and transport lay@&t27]. The existing schemes
providal efficient resuls in adhoc network. However, the entire field odbngestion control
protocols forASNETSs hae not been discussed yet and it is still at an early passempared
to the other relatively mature areas in wirelesshad networks.The main reason for the
appalling performance of existing schemes in ASNETs is that it employs wireless
interconnectivity that provides less availability of bandwidth and a single node runs multiple
social applications for communication with different users at the same Honghe
limitations of ASNETSs are defined in the following sséctions that motivate us to design the
congestion control protocols specifically for ASNETSs.-Aat networking solutions level the
road to success, using the combination of these progresses, lygofhengate of inventive
schemes and will guide the improvement of protocols for ASNETSs.

1.1.1 Limitations of ASNET

Limited bandwidth and buffer capacity of nodes induce poor performance in ASNETS.
Another reason for congestion related loss in ASNET#hedack of availability of relay
nodes. The nodes that are involved in ASNETs do not want to communicate or share full
resources with every node due to similarity social limitations. ASNETs nodes want to
communicate with those nodes that have same go@pkrties such as social tie or interest
[2]. These social propertiese also helpful to save the bandwidihlrhe congeston issue in
ASNET is solvedafter the consideratiorof sociallimitations of usersi.e., defined asl) the
assignment of resources should be based on similarity level of node, 2) the dropping method
must avoid to drop the data packets that are coming &oaoml prioritized node, 3) the
scheduling algorithm has to be designed so that packet of popular node bacaitadde for
initial accessand 4) the transmission of data packet of popular node should be reliable. This
is due to the fact that data packépopular node isnostprioritized according to the concept
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of ASNETs and it utilizes efficient bandwidth of the netw§2i8]. However, he calculation
of social popularity dependgponthe number of connections existing with the source node.

Here we will discuss four major issues in more detail that are further specific to our
dissertation. The solution of congestion irhaxt networks can be providég modifications
in Open Systems Interconnection (OSI) layers. The upper layers of OSI provide an efficient
and easy solution to solve the congestion issues. Therefore, in this dissertation we solve
congestion issues through transport and network layers.

To solve congestion issue #ite transport layer, we make modification in TCP that
provides efficient results by assigning data rate based on network conditions and social
relationships between nodes. TCP is the most popular protocol of the transpomwlkagkeis
used in theriternet. Reliability and connection oriented communicati@somebasic worls
of TCP. TCP has many features, such as no duplication of data, orderly movement of data,
explicit knowledge, provision of acknowledgment for connectiestablishment and
termination, congestion avoidance and flow control. TCP solves reliability issue by sending
acknowledgment of every data packet. TCP was developed for wired networks as in wired
networks congestion is the main reason for packet loss.eCsely, the performance of TCP
degrades in ASNETs due to the mmnsideration of random log29, 30]. Basicaly,
assignment of data ratén TCP depends on tHeound Trip Time RTT) of flow that is not
suitable for ASNET$31]. This is because in ASNETs node communication is based on social
property andthe intermediate node shares full resources among senders based on its own
interestlevel. In this case if we assigiata rate based on RTthen congestion loss will occur
on the intermediate node. Therefore, to resolve congestion issue in this scenagiomass
of data packet should basm nod similarity level. Another major drawback of TCP in
ASNETSs is that itonsidersevery losgs dueto congestion. However, the loss in ASNEEs
be affected by wireless contention. The wrong prediction of loss in ASNETs can affect the
throughput of the overall systefd2, 33].

Other methods that help in avoidance of congestion are called AQM policies. These
polices solve congestion issues in networks by modification in network, kayerthey all
work in a proactive manner. In traditional networks, Random Early Drop (REPmethods
are used in the network layer to solve congestion issues. Tigestmn problem in ASNETSs
becomes particularly acute under the usage of multiple social applicatithe sender side,
which is a de facto standard in social netwdB8&}. Due to this type of characteristics and the
unavailability of receiver nodes, congestion occurshe network and intermediate nodes as
well.

Therefore, the second limitation of this dissertation works in a proactive manner. In this
context, AQM algorithms r@ required to avoid congestioaelated loss in ASNES [36]

-12-



Dalian University of Technology Doctoral Dissertation

whereas a congested node can create many hurdles in a network, such as poor utilization of
link, extensiveprioritized packet drop rate and queuing delay. Redutimggehurdles some
other conflicts arisei.e., trying to reduce the queuing delay, the size of the buffer needs to be
reduced too, but this technique suffers from low link utilization and can introduce high packet
loss rate. In order to have an efficient quenanagement, accurate detection and dropping of
targeted data packetre necessary as queue management strongly depends on dropping
policies. Additionally, due to social behaviours of nodes in ASNET environments, dropping
probabilities also depend on salcproperties of nodes. The npnoritized data packets are
dropped in an intermediate node due to less availability of the next node and resource
constraint characteristics of nodes. Data packet dropping is broadly used to overcome issues
presented in # intermediate nodeand it provides availability of prioritized data packets.
However, every data packet dropping in an intermediate node is a kind of resource
consumption. According to the concept of ASNE@ropped data packets may have higher
priority in the network. Therefore, we must decide what data packets to drop and how to gain
high data availability, while existing data packet dropping techniques miat fulfil the
requirement for designing ASNETFor resolving this issue, there is need to rdesign
traditional adhoc network dropping polies using the social popularitypf nodes.
Considerably, the data packets of popular nodes in the network are highly prioritized and
adjustment of dropping probability also depends on it.

Another reason of ecmestion in ASNETSs is the improper scheduling of data packets.
The traditional scheduling algorithm employs First=irstOut (FIFO)[37] method that is
not suitable for solving the congestion issue in ASNETSs. Moreover, it cannot provide efficient
results in terms of Quality of Service (QoS) and resource utilization. Therefore, to overcome
the alove constraints, theonsideration of socigiroperties provides high advantagas]. A
node which works as a relay node should transfer the data packets of the source node initially
that has the highest social popularity level, otherwise it can face congestion loss. The highest
social popularitylevel describes that the source node receives lots of data from connected
nodes and sends data to the intermediate node. This communication creates congestion in the
intermediate node at an earlier stage. Consequently, the early transfer of data phatkeds r
to the highest social popular node from an intermediate node is necessary. However, the
reduction in congestion issue ajsmvidesthe maximumavailability of queue capacitin the
nodewithout wastage of resources.

Additionally, in multthop ASNH's, popular sender nodes suffer unreliability isshas
occur due to the congestioelated lossesThe reliability ofdata packets od popular source
nodeis affectedby two aspects1) when multiple senders are sending dat®ASNETsand
only a singlereceiver is receiving data. Duef@werbandwidth of the eshnode, itdrops data
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packets and redus¢ he r el i ability of popul ar sendersbo
acknowledgment packeta the network affects the reliabilitgf already sent da packets.
Packetsdropping occur when data and acknowledgment packets use the same path which
results in collision loss in mulhop ASNET.It is necessary t@hare bandwidtlibetween
nodes properly anécknowledge every datpacket forattaining reliabity in networks
However,equal allocation of bandwidth anthnecessary acknowledgmenbves multihop
ASNETSs into earlier congested statd@fiese problems can lexplaired with the help of
traditional TCP, sharindandwidth usingRTT and acknowledgingveay incoming data
packet. In terms of delay of acknowledgment, some standard options are also available for
wired networks where a TCP sender receives one acknowledgment for two sequential data
packets. mn adhoc network, some schemes are also availbbtedue to norsocial behaviour
of already developed techniqueabey donot give reliability through proper partition of
bandwidthor sendearlier acknowledgment to popular nodbs.avoidng acknowledgment
overheagdexisting schemes do not consider sopmaperties andlynamicnetwork condition
for setting the delay acknowledgment wind@mu it is vital toprovide reliabilityto a popular
sourcenode that haalarge number of connections and desires lots of data from other. nodes
For getting solutiog in congesion issue and providingesourceful utilization in
bandwidth, it is essential to providee efficient congestion control mechanism in ASNETSs.
Therefore, considerations of above four major limitations are necessary in this context.

1.1.2 Congestia Control Protocol Specifications

To achievequality of service in congestion control protocol, the system should follow
some of the standards. Standardization of the system is helpful to perform efficiently of
protocol when it deplagon the ASNETs. Somspecificationsare defined in following:

(1) Efficient Utilization of Resources:

The performance of network depends on the throughput of the system. Therefore, design
of protocol should be utilize efficient resources of network within limited time durafion.
avoid the wastage of resources, the affected flow assigned its own bandwidth to the
nonaffected flow. Furthermore, for better utilization of resources and eimgaribe
performance of congen control protocol in ASNET,hie maximum bandwidth can be
assigned tahenode which has maximum availability of data.

(2) Less Delay in Queue:

Congestion control policies can improve the performan@noide if the quewkpackets
aresmalleras compared to its buffer siZzEhe smallsize of queued packet can alsopde
maximum chance to other flows transferringdata packetin order toreduce the queuing
delay, the size of the buffer needs to be reduced too, but this technique suffers from low link
utilization and can introduce high packet loss rateerefore,in ASNETsfor properqueue
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managementgarlier transfer of data packet is requikgdich is helpful todesign a scheme
thatutilizesless delay in queue

(3) Efficient Detection:

The methodology of congestion control should be able to detect the difkemelst of
losses. This is because in wireless environmettier than congestion loggndom losescan
also occur that caaffect the performance @fsystemafterless utilization of resource$he
degradation in utilization of resources occurs, whaditional congestion control modulase
applied on ASNETSs e.gtraditional TCP always reduces the size otangestionwindow
when it encounters any type of IdS28)]. In order to increase the throughput of the system
redue the wastage of resources and mad@urate detgion of loss is compulsory

(4) Reduction of Buffer Overflow:

The overflow of a node bufferan bereducedhroughthe congestion control modulln
order toreducebuffer overflow, each nodshould know about ite e i g h b o capasity.n o d e
The capacityf aneighbomode provides high advantage in terms of reducing theofatata
at sender side. Furthermotee effectiveness of a node buffer danimproved by dropping
some of the data from notheffer and scheduling the prioritize data packet fif$te reason is
that the aim of ASNETS is to provide maximum availability of prioritized node data packets.
Therefore, dropping and scheduling schemes can also enhance the performance of node buffer
by dropping useless data from a node and earlier tramgfeffrprioritized packets.

(5) LessComplexityOverhead_evel:

The design of protocol should be simple and easy to implefentheavoidance ofthe
complexityto a system, the design should not violate the layering concept. The information
from other layes or cross layer can complex the system and slow the performance of system.
In ASNETSs, where usage of multiple applications affects the performance obriete cross
layering conceptlegrades the performance of systémditionally, to avoid the overhehin
the ASNETsthe system shouldeducethe unnecessary acknowledgment

1.2 Summary of Contributions

The four designed methods are used to make innovative contribution in this dissertation.
The first contributionof this dissertatiorto proposea Socid-Similarity -aware TCP
with Collision Avoidance in Ad Hoc Social Networkscalled TIBIAS . TIBIAS avoids the
congestion that occurs when the relay node does not share resources with every source node.
We solved this issue by providing an efficient solutionmprove the performance of TCP.
Our targets are to reduce the congestilated losses and avoid unnecessary reduction of the
window at the transport layer. The transport layer provides reliability and handles
congestiorrelated losses accuratelsincethe data rate is effectively set on this layer. The
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man contributions are as followirsty, a socially aware approach call&dBIAS, is
proposed for avoiding congestion in ASNETs. Setpn@IBIAS is used to differentiate
between various types of raomd packet losses, and it reacts accordingly. Our proposed
scheme is a sender side mechanism that circumvents the congestion loss related to scarce
bandwidth using the social property (i.e., similarity) of nodes. In contrast to existing
proposals, TIBIAS avids congestiomelated losses by exploiting the social interest of
intermediate nodes and provides high data rate for maximum matched social similarity. In
addition, it provides the least data rate to those nodes that have less or no social similarity
with the intermediate node. Furthermore, the proposed protocol differentiates between random
packet losses to avoid the unnecessary reduction of the congestion window, consequently
enhancing the network quality of service in ASNETs. Experimental resultstaladWBIAS
performs better as compred against existing protocol& terms of link utilization,
unnecessary reduction of the congestion window, throughput and retransmission ratio.

The second contributionwe propose &io-inspired Packet Dropping for Ad-hoc
Social Networks (BPD)that involves an efficient sociallgware data dropping policy. The
dropping policy is activatesvhen congestion is detect&d an intermediate node, which is
based onimmune SystemlI$). The IS based detection policy compares diierage queue
length (epitopes) with queue capacity (receptor). After detection, the IS based B
stimulation policy is used to select the most popular source node. For calculation of social
popularity, we use common social properties (closeness lignarad similarities). Closeness
centrality is defind as the closeness between the sender and receiver nodes and is helpful in
reducing the congestion. In BPD, we utilize closeness centtalitygh a high degree of
closeness centrality implies less stégne of data packets in an intermediate node.
Furthermore, isilarity is defined as the level of interest matching between two nodes in a
network. Consequently, in BPD, we employ similarity to ensure that social nodes with
common feature/characteristiosnamunicate with each other. This is for the reason that, in a
social network, communication between nodes that have high similarity levels is more
advantageoud-dowever, he popularity of a node is helpful in determining the probability of
dropping a datgacket. The main contribution of this work is to provide IS based data
dropping policies iranintermediate node for ASNETSs. By utilizing closeness centrality and
similarity for source node selection, our design and evaluation of BPD illustrates an
innovaive improvement in data dropping through the provision of fairness in terms of
prioritization. Extensive simulations are carried out to evaluate and compare BPD to other
existing schemes in terms of mean goodput, mean loss rate, throughput, delay, attained
bandwidth, and overheadtio. The results show that the proposed scheme outperforms these
existing schemes.
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The third contributionis to providea novel datescheduling algorithm calledser
Popularity -based Packet Scheduling for Congestion Control in Atioc Social Networks
(Pop-aware). Our algorithm is divided into two main processes for solving the congestion
issue on node. Firstly, to make proper decisions for scheduling, it calculaleadhaf data
packet atheintermediate node. After calculatiiy we start the scheduling scheme when the
gueue reaches its half size, and then secondly we set prioritization value to the flow. To
provide the efficient solution in an ASNET model, our Reyare algorithm sets prioritization
based on thdegreeentrd i ty soci al property, which indic
data packetdDegreecentrality is broadly used (i.e., defined as the ratio of number of directly
connected neighbour nodes to maximum number of possibl@munications) for
representig the popularity of node. Theast active node in the netwoik defined ashigh
degreecentrality node possessitayger number of links with others. As such, a central node
occupier in the network location may act as a medium for exchange of inforrbatisaen
all other nodes in the defined network. The contribution of this work includesawaie
calculates the load at the intermediate node to start the scheduling process. This decision helps
to avoid the droppi ng -awdre pavidgs a pighér griorityntotdee 6 s d
flow of data packets that have highdsigree centrality or more popularity. It is helpful to
control the congestion at the intermediate node and fully utilize the available bandwidth. We
device a mechanism that can providéness of service received for each flow based on
served and noeserved concept. It can also provide fair utilization of resources between nodes
by calculating the throughput ratio for each flow. We propose a set of scheduling techniques
on the arrivalbf new flow data packets after calculatingrisées and degree centralitglues
to reduce delivery delay, while achieving higher throughput. We evaluate the performance of
Popaware through a series of simulations. In comparison with some existing lsapedu
algorithms, Pogwareperformsbetterin terms of control overhead, total overhead, average
throughput, packet loss rate, packet delivery rate and average delay.

The final contribution of this dissertation is to proposdraliable Transmission for
Popular Data in Socially-aware Ad-hoc Networks called RTPS. Our protocol provides
maximum reliable transmission to popular nodes with a congestion control mech&arsm.
calculation ofthe popularity level of a node, RTPS uses degree centrality, the number of
connections between users and, which gives high advantages in terms of maximum utilization
of resources. The reliability of data packets to a popular node is given through a modification
procedure among flows of TCP using two aspects. Firstly, it sharesidth among sender
nodes using popularity level and secondly, it acknowledges earlier to data packets sent by
popular sender nodes as compared to otlBgrsedudng collision related losses in mutiop
ASNETs, RTPS adopts delaying acknowledgment tecienand sets delay acknowledgment

-17 -



Congestion Control Mechanisms for-Adc Social Networks

window based on network conditions. The delay window releases acknowledgment packets
before the expiration of Retransmission Time Out (RTO) at the sender side and sends
acknowledgment before it receives -@ftorder datgpackets at the receiver side. RTPS also
provides least rate of bandwidth to less popular or unpopular source nodes. Furthermore, for
efficient utilization of resources, it shares bandwidth with the next less popular node if the
current popular node facesyaloss due to collision. The working of RTPS totally depends on
the transport layer. It does not violate the layering concept and maintaisemd semantic.

Our detailed investigations demonstrate the outstanding performance of RTPS in terms of
bandwdth division,throughputlatencyandoverhead

1.3 Organization of the Dissertation

Fig. 12 illustrates the organization of the dissertatiddhapter 2 provides an
architecture design of sociaktworks and discusses the related work of congestioasissu
traditional adhoc networks opportunisticnetworksand bicinspired solution In addition,
some developments in social networks and research challenges are also discussed in this
chapter. The design of congestion control starts from Chapter 3, whidsents the
SociatSimilarity-aware TCP with Collision Avoidance in Adbc Social Networks called
TIBIAS. Chapter 4 provides the design of the Bispired Packet Dropping iASNETS
(BPD) that presents immune system detection model for estimation amidesalropping

Chapter 2

State of the Art: Literaturand
Current Solutions

\ 4 A 4 A 4 A 4

Chapter 3 Chapter 4 Chapter 5 Chapter 6
TIBIAS: Social BPD: Bianspired PopAware: User RTPS: Reliable
SimilarityAware Packet Dropping Popularitybased Transmission
TCP with Collisior| Packet Scheduling fo for Popular
Avoidance Congestion Control Data Packet
Chapter 7

Conclusion and Future Worl

Fig. 1.2. Flow of the 3sertation.
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method based on socialyware properties to avoid the collision loss from the networks. The
User Popularitypased Packet Scheduling for Congestion Control irhéa Social Networks
called Popaware is presented in Chaptertsaddresses thproper scheduling algorithm that
solves the congestion issue by transfer of data packets of pomdarfirst. Chapter 6
investigates the reasons of collision loss and provides reliability to popati using
Reliable Transmissiofor Popular Dat®Padketsin ASNETscalled RTPSThe summarization

of contributions, the limitations, future research or direction of this work, and concluding
remarks are discussed in the lesapter Chapter 7.
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2 Stateof-the-Art: Literature Review athEXxisting Solutions

2.1 Introduction

The social characteristics of mobile nodes in dynamic social networks can be utilized to
improve he performance of data delivewyhere the nodes adopt their data forwarding
behaviors based on the interests and hehawf other network node3he social properties
of mobile nodess not only helpful for sharing resources among nodes, but it can also be used
to perform mobility pattern efficientlj40]. Therefore, the basic communication pattern of a
social network is divided into two types; namely traditional and distributed social network
communicatiori41, 42]. Traditional social network communication is also called centralized
or webbased social networks. The advantage of centralized networks is that it provides
information to mobile users through social services (Orkut, Facebook and Twitter) or portal of
mobile websites (m.4info.com}3]. On the other hand, communicatiom@g nodes in
dynamic social networks occurs without any centralized syst&€ms type of network is
called ASNETs, in which the social properties of nodes are exploited in nodes
communication In order to provide efficientommunicationamong nodesn ASNETS,
socially similar nodes are connected to each other where they communicate each other using
Wi-Fi or Bluetooth interfaces technologidd4]. In order to undestand the concept of
sociallyaware networks, we reviewed tldetailedarchitecture of different networksithv
available social propertieg\fter the consideration of user social properties, rsedtion
provides the detailed literature review of existing congestion control schemdbat are
developed ilad-hoc and opportunistinetworks. Furthermore for solving congestion issues
through natural waywe also reviewed somgo-inspired methodologied he considerations
of these schemes are useful to desifficient and resourceful congestion control mechasism
for ASNETs. However, toclassify the existing work in ASNETssome developmentare
discussed in the rest of this sectidihe second lassection arguetheresearch challengés
ASNETSsIn orderto rectify the problems&ndthe last section provides the entire summarfy
this chapter

2.2 Structural Designs of Social Networks

To provide the connectivity and enlargement in communication among nodes,
sociallyaware networks can use three types ohiéecture. 1) centralized satinetworks, 2)
distributed or d-hoc social networks, and 3) hybrid social netegoThe discussions of these
architectures are useful to identify the advantages and disadvantages in ndtwitrksiext
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subsections we ddine the detailed methodology of communication among nodes by using
figures, examplesand existingstudies

2.2.1 Centralized Social Networks

In centralized social networks, multiple users are connected to one single server; but
thesenodescannotcomnunicate directly to each other. The informatiabout all nodes
passes through single centralized server. The relationship among nodes in a centralized
architecture is also called ot®many. For communication to occur in a centralized
architecture, thee nodes can use wire, wireless and other similar medium interfaces to
connect with each otheiThis centralized server provides information to users through
web-based social applications. These social applications collect information fromthasers
are onnected to a specific server and after collection of informatiostores data in a
centralized server. The coll ected informatio
of nodes can be used for recommendation of users for communicatidraasiér of data.

Fig. 2.1 illustrates the detailled communication model of centralized social nodes that
communicate through a single server. To provide communication among nodes, third party
application servers (VolP artdle SMTP Mail server) can be uséal enhance the client server

architecture. According to the concept of centralized architecture, both advantages and
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Fig. 2.1.CentralizedArchitecture of Social Mtworks
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disadvantages coexist in a client server communication. Centralized architecture provides
advantageas similar information to all connectedsers. Therefore, when any user changes
his/her profile or status, all nodes are easily synchronized and update status in its own profile
manager. Nevertheless, a disadvantage of centralized architecture is elaborated by Kemp et al.
[49]. Using a hub and smoke model, Kemp et[db] intricate that all informationis
transferred through a single hub nadeich can create congestion in awetk. Furthermore,

the authors also discussthat maximum storage of data at some specific physical location
also raises bottleneck on that system.

Centralized and web based architectures work in almost the same way. In centralized
architecture mobile n@$ are connected and share information through centralized servers.
These servers provide connectivity to users by using some specific mobile browser
applications. After the usage of mobile browser, nodes can connect to some specific server
and users carcaess their own specific accounts such as Facebook and My$pavever, to
provide easeegarding access to social applications, a lot of research relating to middleware
protocol is currently ongoing. Mobile Social Computing Applications (MSCAS) deplolymen
in middleware called MoBiSoC is presented Guptaet al [46]. MoBiSoC usedpeople
centric and place centric approach to divide data between different servers. To provide access
to a centralized application, Ahmed et [d7] discussed method called event based MSNs
that combine the feature of cont@ware mobility with multimedia sharindrurthermore,
detailed analyses of existing middleware based applications are presented by Karam et al
[48].

Another example of centralized architecture is Wireless Sensor Networks (WSNs) where
all sink nodes send data &single selected node called Cluster Head (G3it)k node acts
like the server in centralized architectufée WSNs can provide personalized and detailed
social service using contextual information. Consequenrtiwsaret al [49] develogd a
smart phone application that gathers information usiegnobile device sensor. Smart phone
application use#PI, whichis web and HTTP based. In addition, it alsports transported
markup language for pushed and ledl service of published dat&#lowever, to design
solution in the aspect of social behavidapeuret al [50] discussed brief literature review of
social applications igentralized architecture.

2.2.2 Distributed or Adhoc Social Networks

The nodes that work under the architecture of soe@dlgre distributed networks,
communicate without any cenlied server ASNETs nodes store social neetlata (social
properties) information in its own buffefFurthermore, these nodes also store social
informationabouttheirc o n n e c t e d Sotialinfprimétionrisiskared among nodes after
using a store and arry concept. Itransfersdata to the desired node when connecton
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established among nodes.ddistributed architecture, nodes can use lsotimection oriented
and connectionless environmest This architecture covers two types of netwooke is
related toDelay Tolerant NetworksTNs) or opportunistimetworksandthe other is related

to adhoc network. In DTNs or opportunistimetworks nodes have larger delay among each
other for communication; therefore this network is called connection Eggrk. On the
other handthe second type depends arconnection oriented network where nodes connect
with each other before communicatistarts In this network, the delay among nodssot
larger, sanad-hoc network is more reliable thamopportwnistic network. Both of the above
networls arehelpful in designingsocial networks for communication among nodes after using
social properties of nodes. Fig. 2.2 defines that Histvibuted sociallyaware networks work
without the usage dhternetand ay centralized communication.

ASNETSs provide less deployment cost and maintenance whenentralized method is
used for communication. Thus, Pietilainen ef{%l] developedVobiClique as a middleware
for communication. MobiClique is able to providlee content exchange in ASNET that
utilizes user mobity. However, the drawback of MobiClique is, it uses flooding methodology
to disseminate the contents among users. Hence, it achieves less efficiency and the utilization
of resources is high. The division aflecentralized socialtgware network can be deéd in
two methods. The first category deployed by using direct sharing and the second method
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Fig. 2.2. Distributed Architecture of Sociakivorks
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uses anintermediate node to transfer datslost researchers are working ¢me second
methodwhichis based omnintermediae node. This is becauiee envionment ofan adhoc
network is dynamic and the intermediate node carries data until the destination is found. For
that reason, Sarigol et.4b2] developed the AdSocial platform for ad hoc networks thad use
social application for transferring data through intermediate nodes. The design of AdSocial is
basically developed fosmall scale scenasolt uses already developed routing protocols
(any-to-many) for transfeing data packets.

2.2.3 Hybrid Social Networks

Architecture of hybrid networks can access data from both centralized and decentralized

architecturs. This achitecture is also helpful in future generation netwprkherea single

device has larger accessibility of networks to communicate among nodes. The nades in
hybrid network uséhe shortest and leasbst method for communicatiokig. 2.3 illustrates

the selection of networks for nodes that are involved nybrid network. The new mobile
devices or smart phones hatree capability of communicatingthrough both short range
(Bluetooth or Wireless) and cellular networks. The architectueehgbrid network is helpful

to provide larger access and availability of networks. As a result, Molina]&8gintroduced

a mobile transient network with acce&s multimode device in attoc networks. This

Server

Fig. 2.3.Hybrid Architecture of Social Btworks
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multimode device is helpful for communication in both cellular andh@a networks. To
disseminate data ovesimilar interested nodes, the intelligent agent is used to communicate in
hybrid neworks that usesocial behaviobetween users.

To provide the accessibility of social applications in socialsare networksa hybrid
platform that use Jini Surrogate Architecture (JSAJesigned by Brooker et.dl54]. The
experimental result showeatiat mobile can access both local and cellular tdogyoafter
deployment of this middleware. Therefongrid network architecture provides easy and vast
establishment o& network.Furthermore, to reduce traffic oata from cellular netwér the
work related to offloa@f mobile data from 3G is presedta [55].

2.3 User Social Properties

A social property based on communication provides efficient utilization of resources
within scarce bandwidth environmenihe first timesocial properties for communication is
consideredy Milgram[56]. The author introduceithe concept of small world in which users
can connect to relationship or small sequenths work focusegrimarily on investigating
the structural design and dynamics of multiple networks. Moreover, the classification of
relationship has been studiedSocial Network Analysis (SNA)57]. The usage of SNA in
social relationships among uséssvital to analyz the complexity levelTo communicate in
social networksgcurrently networking communities habeen attracted by the idea of social
networks and schemes for SNA. Hence, irxtnsubsectiors we provide thein-depth
knowledge of social properties that are used for designing algorithms and protocols in
socially-aware networks.

2.3.1 Human Mobility Pattern

To predict the movement of nodes in future, human mobility patteravide high
advantage. The two primary properties such as spatial and temporal regularity have been
specified by the researchers to indicate the human mobility pattern. The pafpipending
on spatial regularity normally moves around a set of locatiamfiequent manner and it is
also regular in time schedule. @re otherhand temporal regularity is that pattern of human
mobility which behaves iran iterative mannerfor a long time [58, 59]. The properties
mentionedabove can be employed to predict the future mobility of users and play a
significant role for selecting the naxlas forwarders.

2.3.2 Tie Strength

Tie strength isusedto characterize between two individuadranovettef{60] was the
first to introduce the concept of Tie Strength in 1973. The popular Tie Strength indicators i.e,
recency, longevity, multiple social context, frequency, intimacy/closeness, reciprocity and
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mutual confiding (trust) are presented@i]. The calculation of this property helpful after
combining all popular Tie Strengths and obliging to check which individual has the strong
social relationshipvith the destination. According to the Granovetter concept, there may be

weak ties which can be useful to form link between high density clusters.

2.3.3 Centrality

The concept of centrality significantly affects the performance of algorithms for gociall
aware forwarding. If62], resuls shoved that relevant centrality and community must be
found out in order to design socially aware forwarding and dissemination. The user of
centrality is helpful to describe the prominent nodes in a social graph. Freeman has introduced
various methods to measure centralities thatbaeed ordegree, betweeess and closeness
centrality[63, 64]. A brief introduction of centrality measurement is defined in the following

subsections and Fig. 2.4 defined the concept of centrality.
(1) Degree Centrality

To repreent the popularity o& node, degree centrality is broadly used (i.e. defined as
ratio of number of directly connected

t he

communications). For a network that consistsmonodes, the Degree Centrali®(Cs) of a
nodea is described as:

In (2.1),ded@a) represents the directly connected neighbors of ao®€Cs) explains the
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Fig. 2.4. Nodes Communication using Centrality Model
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ratio of connection between the real connected nodes drémmm and divided bym-1 that
represents the maximumumber of connections. To define the most active node in the
network, high degree centrality node possessedarger number of links with others. As
such, a central node occupier in the network locality may behave as a medium for exchange of
informationbetween all further nodes in the defined network environment.

(2) Betweenness Centrality

Betweeness Centrality is used to measure the ektewhich there is a control over
information for a node flowing between others. It shows the ties and location of. Adde
shortest patipm(So) is calculated using th& and Sy that involves nod&,. However, theim is
the overall shortest path betweSmand S». The following equationrepreserd betweenness
centrality.

B. s =BP_B D pf”s") 2.2)

The nodes having high betweenness centrality can communicatatjacentusers
and mayaffect flow of data between social communities. Hernoetweenness centrality is
considered aanimportant metric to eétermine the links between communities.

(3) Closeness Centrality

Closeness centrality provideke reciprocal of mean geodesic distance between nodes
and it is also helpful to reduce gmstion in the network. Becausl®seness centrality shows
that receivemneighbors are nearer to source node and data packet stay time in queue is less.
The s,, node measures the shortest path betvageand all nearby approachable neighbor
nodes. This social property also provides informaatouthow much time is required to
spread information from, to all other available nodes in the network. The following formula
provides the closeness centralitysphiode andh provides the approachable nodes in ASNET.
To normalize the value of Closeness central@ly) petween 0 and I-1 is divided by total
distance of all connected neighbdss,,s) whichis represented in (2.3).

n-1

Ce( s:S0) BT dm s (2.3)

2.3.4 Similarity

According to the concept of sociologist, the sboetwork consistsof ahigher dgree of
transitivity. It means théigh probability of two individuals being aware if they have greater
than zero awareness in common. The common awareness technique is known as clustering
[65]. Similarities concept shows that the nodes in a group depeadio@gmmon interest can
be calculated by the ratio of common links. Nodes having highest similarity have more
chances to meet witbach other and share data among them. Highest similarity nadebe
more suitable for information distribution among clustef nodes. Thus, to calculate the
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similar interest profile with efficient method and less overhead tost, al. [66] presentedh
semantis matching techniqueThe Ix andly are denoted as profiles of nodes in (2.4) that
calculate similarity between two nodes.

u:f}’ff‘ﬁi oxd y .

z

YQb, (2.4)

In (2.4) z shows the number of concepts in profil@ndthe number otonceps inly is
denoted byf. Sim(kly) compares with user defidesimilarity threshold (Othreshlddl). If
Sim(k,ly)>threshldthenly is semantically relatewith ly, if Sim(l,ly)=threshldit showsthat|x
is equally relatd to Iy and if Sim(k,ly)<threshldit shows thatx has less similarity witty. To
achieve the similarity leal, the value of social similarities threshold must be greater than 0.

2.3.5 Social Graph

In asocial graph, the related structure of social net&arid trends are represented in a
natural fashion. The edges asocial graphrepresenthe individual so@l relationships and
the vertices represent the human individual. The major challenge of social network is the
differentiation of edges between two verti¢é3]. In recent literature, several social graphs
such as contact graph, neighbor graph, regularity graph and interest [§Ea@8] are
proposed having different edgemeaning These all graphs are helpful to calculate the social
level of nodes and provide easiness to commtmiamong nodes. To calculate the social
graphs in ASNETS, the consideration of node time, connection, frequency and similarities are
major concerns.

2.3.6 Community

Community represents the structure sub unit that has high density of internal liides. Ins
acommunity, the users have more social connections with other individuadsnparisorto
outside the communitj67]. The social graph decides the social connection which may be
common interest, friends, family and common laoat Due to the common behavidhe
individuals may meet with each other more frequently insidesdtime community. Thus, the
structure of community has an important impact on mobility patterns of peoples atsb
helpful in selecting the relevant forwarding path.

2.4 Congestion Control Solutions

The rapid increment in communication nodes and sdzndwidth of wirelessetworks
raise the congestion level in ASNETs. T@solve such issues, existing works provide
congestion related solutions without consideration of soemllsre property of nodegor
mitigatingthe congestion issue in ASNETkRerr istheneed to investigate existing solutions.
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Therefore, in this section, we have discussed the already developed algorithm/protocol for
purifying our problem.This section is divided ito three suksectionsfor discusghg the
existing congestiosolution. The first two suksections providexisting congestion solutions

in adhoc and opportunistic networka&dditionally, to design the protocol efficiently, in last
subsection we revieed someof already developed bimspired models.

2.4.1 Adhoc Nework Schemes

In order to resolve congestiom a network, some upper layer techniques are developed
to improve congestion isssavithout modifying transporiprotocol standards. The existing
methods are mostly applied on the upper layer of an alreadyogedetransport protocol,
even their implementation is on application layer or in the kern@lpafrating SystemQs).

The implementations of these protocols are easy to deploy at tratesort

For achievingless tha best effort service, some receiwide approacheare available
that use existing methodologieSpring et al. [69] provided solution in this context #t
acquires the advertised window based on standard TCP intelligently and is helpful in
controlling the bandwidth. The clieserver architecture is assumed to communicate among
nodes so the estimation of bottleneck is donthateceiver side access linkhe proposed
scheme provides solution ia bottleneck environment after calculating a probable queue
length that is based on delay. Tesolveoptimization problemKey et al.[70] also defined
the adjustment of proper reeer window. Tlhs system presentefivo methods to achieve
optimization in poblem. The first method is relatéola binary search algorithm that provides
advantage in immediate search buwtegi fluctuation in performanc&econdlythe stochastic
optimization method is esl to perform efficiently, although the performance of binary search
is inefficient afterconvergenceThe adjustment o& receiver windowdependson the last
window size ofan end user and the input data pa&ejuantity, received during the last
organiz2d gap. The efficient performance results illustrate that applicki@h mechanism
can work better with transport layer protocols i.e. same as-LRCPFurthermore, the
adjustment of noiinteractive flow is defined if71] that uses thelimited rate at tbws for
reduction in congestion. In this schertteg application adapts the method from TCP receiver
window and setthe minimum data rate based on requirement.

Due to scarce bandwidth and wireless link los#@sabove techniques cannot transfer
maximun data rate in atdoc environmerst The reasorfor scarce bandwidth imdhoc
network is due to shaderesources and every node competes to utilize the maximum
bandwidth fromthe network. Therefore, to avoid congestion related losses thoad
networls, it is needed to adjust proper and efficient management in data rate. The sharing of
resources also depends on the capability of the nodes. For efficient utilization of resources in
wireless environmest the consideration ofink loss gives high advantage$o resolve
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congestion issue in dwbc network, muchmajor techniques are avaldle in literature that

provide high advantage Converselyjn the case ofeduction in congestigrsome reactive
approaches are available that provide solution before therence of congestion. These
approaches are based on adjustment of data rate, dropping and scheduling of data packets.
Additionally, unnecessary acknowledgments in response to single data packet coimeert ad
networls into acongested stage.

In adhoc netvorks, the performance ofhewhole network is disturbed due to congestion
rather than a single nodeeing affected. Avoiding the congestion related loss, TCP is
considered as the most prominent solution in wired envirorsmg¥. However, the
performance of TCP is not suife for adhoc environmerst The badefficiency of TCP in
wireless network igased onthe wrong understanding of conditions. This is because; in
adhoc environmersg congestion is not only the main readon packet loss but it can also
occur due to nodmobility or the wireless link error. The neafficient detetion of loss with
less RTT, makd& CP vulnerable for achoc networksAnother drawback alsoccurs when
TCP basedender waits for every acknowledgmenaiting for the acknowledgment of every
padket, slows down the performance af ad-hoc network. Furthermore, the involvement of
unnecessary acknowledgments convantad-hoc networkinto acongested state at an earlier
stage Although, existing TCP methedise some standard delay in acknowledgnogtion to
reduce overhead on netwdiKl] but itis notsuitable for wireless abdoc networks.

Moreover, congestion can be avoided at intermediate nodes after usmdgad and
RED approaches that are available[#2]. The disadvantage of drop tail methodthat it
drops packets when the size of queue is greater. There is no early detection method available
to avoid congestioin networks. Consequently, REproposedan earlier detection method
thatdrops packet befethe occurrence of congestion. In order to reduce congestiorsissue
adhoc networks, scheduling techniquaso playa vital role ina network. The traditional
scheduling algorithms usthe FIFO method to perform efficiently in networf33]. To
investigate further solutions in dmbc environmerg the following subsections provide some
existingliterature relating t@ongestion control methods.

(1) Congestion Handling Using Losdfferentiation

In adhoc environment, misinterpagion of losses can ilnfencethe performance of
network and less utilization of resources. The redsoperformance degradation in-adc
network islesser amount dknowledge at upper layers. On the other hand, lower layer can
perform efficiently in aehoc networks after prxading reliability per hop. Then, RTS/CTS
handshake and transmission attempts are used to decide whether to drop or sustain the
packets. Howevethis method worksnly for single hop scenaritn adhoc network, losses
can occur due to movement of noddailure of link, only overflow ofqueue is not the basic
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reasonProvidingendto-end reliability with congestion handling schemes in thissediion,

we provide detaéld analysis of existing schemes that will make easiness in understanding the
concept 6ad-hoc network in better way. Moreover, we have discussed some techniques with
explicating network information and for differentiation of wireless losses from wired loss. For

more detail discussion some existing approaches are also availpbig in

To utilize the resources efficiently, Gunes and Vlahdvig] introduced TCP/RCWE
solution that emplayexplicit information It utilized the ELFN method to detect the reason
for random loss and corresporatcording to the situation of network. TCP/RCWEntined
the ELFN and RTOtechnique that is helpful in detection and taking proper action against it.
TCP/RCWE increaskcongestion window that is based on traditional TCP, when the value of
RTO is static. Alditionally, in a case if the value of RT® increasd then it would not
increasein congestion windowFig. 2.5 explains the flow diagram of TCP/RCWEhe
performance of TCP/RCWE showdsktter results and less loss rate inhad wireless
networks. Howeegr, thelength of congestion window is not too much so the utilization of full
resources can be affected by it.

Fu et al [76] presentedADTCP technique for improvement in detection of bit error loss
rate. ADTCP observed that in-adc network wherendto-end approach is used then the
noisness affects the performance of network. Hence, to detecinétwork congestion,
ADTCP usedthe difference of inteqpacket delay at receiver. Nevertheless to estimate the
throughput in somespecific time interval,it used metric throughput of short term.

New Acknowledgmentfor | Link Break

a Probe Packet (Stop Transmission)
| oo >
| | A
| PERR

v |

Normal |- PERR
A |
RTO Expires
,,,,,,,,,,,,, >

Congestion or Lossy

TCP Transmits a Packet------------- -
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Fig. 2.5. Flow Diagram of TCP/RCWE
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Furthermore ADTCP detecteathannel errors and route changes throtigtpacket loss ratio
and arrival of out of order packetsandthoc networks. The sender usbé feedbackof most
recent network situation fromeceiver and works properly with the standard TCP.

For distinguishing between congestion and link log¥ Oliveiraet al.[77] presentedhe
edge based technique. They digtished between losses using RTT and did utdize
congestion control technique when loss occurred due to the wilellesk addition, it also
usedRTT as the detection of failure in routgreekumari et al.78] also provided a solution
called TCPNCE for those losses that are not the redeorcongestion. TCRNCE improvel
the throughput of TCP in wireless related losses without reduction in congestion window.

(2) Shared Link Congestion Control

The contention issue occurred, when multiple nodes use shared link. TherZhaiegt
al. [79 produced a scheme called WCCP. The authors dttpa¢ TCP afairness occurs due
to the contention so it calculatedetwork congestion level after consideration of channel
usage ratioWCCP providedhe cross layer solution that is based on transport layer and the
layer between network and AC layer. Conversely, iassignedesources to intemode and
intra-node after estimating the shared availatflannelbandwidth. Besides, Hamadani et al.
[80] presened TCP Contation Control (TCTC) that solveithe problems of uncertainty of the
TCP stream which is affected through unnecessargrresion of data. TCTC consideri
dropping of data packet thatcured through excessive transmeisn of datan single flow.
For fixed probe interval, TCTC achievéhroughput and the delay in packet, which is caused
by level of contention. These methods are helpful to estimate the congestion at receiver side
and it is informed to senders. Moreovar, calculate the optimal amount of traffic, it also
providedthenew TCP contention window

Cordeiro et al[8]] discussed the COPAS scheme that addresses the contention problem
of channel. The problem aroséter transferring both data and acknowledgment packets and
using thefewer contended routes. Ehselection of routes is based on two conditions; first,
COPAS discovered all possible routes between sender and the end node. Seconadt select
the optimum path for reduction in overlapping between data and acknowledgment packets. To
find out the routesvith minimum contendrs, COPAS continuously observéte route to
minimize the channel contention. Furthermore,triinsfered the packets towards the
minimum contention route. Each node kepcking the number of baakffs that it needed to
determine tb contention in its surroding routes/nodes. The decision of traffic diversion
depened on the weighted average of back offs. Nevertheless, the applicability of COPAS is
easy with orddemand routing protocols.

In addition, Honggiangt al.[82] designed another method that is based on two systems.
Firstly, it desigedthe current receiver with the higpriority that accessedediumin order to
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prevent withiapath contention at every user. Secondly, based on the backward pressure
scheduling method, the autlsassigned limitation to the transferring user from delivering
extra packets to its downstream user. Thotiyhcorresponding downstream user is available

to accept further packets for a specific flow. The further acceptanuackét occurs when it

has transferredthe last data packeb that particular flow. Hencehe downstream node
receivedthe limited number of packets from forwarding node, callee backward pressure
threshold. Upon reaching threshottle downstream node reptieto forwarding node with
Negative Clear To Send (NCTS) messagstop transfering of more packets to this node.
After receiving a NCTS message the transmission is resumethaedd node triggerthe

3-way handshake method that is CTS/DATA/ACK.

To address the setiontention problem that is dependent on MAC layer, Berger et al.
[83] proposed twodutions called QE and FF. Thesautions addresslinter and intra flow
self-contention respectively. The fast replacement method allocatbd replacement of two
data packets using single control message haRTS/CTS. This method includean
additional data packet (DATR) for the regular replacemm# method of
RTS/CTS/DATA/ACK. In this method DATA2 and DATAL packetsventin the opposite
direction to each other. Al s o, CTS message
additional interval of time to capture the transmissionD&TA-2 from channel. After
receiving the CTS message, all neighboring users should update their record. Furthermore,
whenthe DATA-1 packet receivethe end node replwith the ACK piggybacked and the
attachment of DATA2, then original sendevould compktethe communication method after
acknowledgment of the DATR packet. On the other hand, if no DATApacket is available
to be piggybacked, the nodes use the original RTS/CTS/DATA/ACK method for maintaining
communication. In FF method throughout theKAGS all the DATA-1 packets, the RTS/CTS
arenormal at the beginning. However, tlie end node has packets thae neeckd to be
transferred in the reverse path, then it sends the RTS messages aruhplge/ACK.

For TCP that attainthe optimal performace,Zhenghuaet al.[84] proposed an efficient
congestion window. Regardless of discovering the efficient congestion window size, TCP
raisal its congestion widow aggressively that calmoppedpacket at the data link layer. Still,
the authors discussed the reasmnpacket drop in wireless network. The reasonpacket
drop occued due to infrequent buffer ovediv in wireless ashoc networksThis is because
wireless network providebuffer size greater than 10 packets. The major cause of packet drop
in wireless networks is medium contention. As a solution, LRED and adaptive pacing design
addressed the unfairness and contention problems. The LRED schenssedisitie medium
access that is retaining the average nurnobattempts. The scheme defingat when value
is greater than some specific threshold number then droppirgalplity calculation of
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packetsis based orthe RED algorithm[85]. In RED algorithm dropped packets notify to
sender that it can create congestion on network. But, in the LRED scheme the dropped packets
indicatelt h at itd thesonterdgi@ neveFurthermore, LRED uskthe adapive pacing

method that is used for adaptation of data packets flow in an additional fairness approach. The
drawback of LRED is, it slows down the flow of data packets and utilizes the resources of
network poorly.

The scheme that addredgbe issue of unfeness in the wireless medium, Xu et [&]
designed a NRED. The performance of NRED and fairness among nodes is enhanced in
wireless environment after depending on the RED algoriffima.NRED algorithm designed
a distributed neighborhood method that is dasa the collection of the neighborhood
gueuesblengthinformation The node estimateithe distributed neighborhood queue size and
it calculatel the dropping or marking probability for guaranteeing fairness in the dropped and
marked packets. This schemsalependenbn data link layer and furtherig divided in three
parts: 1) Neighborhood Congestion Detection (NCD), 2) Neighborhood Congestion
Notification (NCN), and 3) Distributed NeighborhoodcRet Drop (DNPD). NCD calculated
the distributed queue ugiraverage queue size. NCN investigatiee utilization of channel
for multiple time slots and determiheat what time and of which method a node should
inform about the congestion to its neighisonodes. Besides, DNPD calculation is based on
the drop prohbility of local node.

(3) Acknowledgment Overhead Management.

For reduction irthe traffic overheadhis subsectionprovidesthe discussion ofxisting
methodologies of delaying acknadgment.Here, we also discussetthie drawbacks in
existing methodologiesand efficient solutions in adoc networks. The reasoffor
performance degradation in -adc network is due to the increment in overhead of
acknowledgment packets. This is because data and acknowledgment packet uses the same
path for communication and awbwledgment packets compete with data packets that can
cause collision in atloc network and scarce the resources eaf8é}. Consequently, in
ad-hoc network some segments should be redidoceovercome the performance of network.

To overcome thebove issuesa lot of work is available on reducing the data segment and
another work is available on reducing the spatial contention that is done by minimizing the
acknowledgment segments. The uetibn in acknowledgment cahe provided through
delayingmechanisnthat sendsumulative acknowledgment rather than single. Nevertheless,

the usage of cumulative acknowledgment can degrade the performance of TCP because when
acknowledgment is not receivedthin time, TCP assumepacket losshasoccurred As a

result, in following suksections we discussed some existing approaches that are developed
for wireless networks but it cannot work properly in ASNET. This is because in ASNETS,
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some sender nodes grepular and they demand rapid acknowledgment for reliable and early
communication.

For providingsolutionin MANETs, TCP Adaptive Delayed Acknowledgment (ADA)

[87] provideddelay in acknowledgment methodology at receiver side.-ADR sends single
acknowledgment after receiving all data packets fittvn full congestion window.After
reduction in aknowledgment number, spatial contention causes can also improve effectively.
As comparison to simple delayed acknowledgment scheme; ABZP provides efficient
improvement in iroughput.On the other hand, in TGRDA some drawbacks exist that
reduce the pé&ormance of network. The first drawback arises; when any acknowledgment
packet loss occur in adloc net work then 1 tdés difficult
adjustment of new congestion windathe lost acknowledgment packet canrue recovered
easily.Second issue arises in terms of RTO because when sender does not receive or recover
the acknowledgment packet within time then sender will send data packet again. However,
this paper has not addressed the performance of network in dynamic environment.

Additionally, the workof TCP Dynamic Delayed Acknowledgment (DD§§] is also
depenént on the receiver sidandit checks the efficiency of TCP over mutiop adhoc
networks. In start of connection establishment, TWPA sends one acknowledgment packet
against two received data packets and further it remieme acknowledgment packet after
receiving four data packetin symmetry. The frequency of RTT is compromised after the
usage of TCHDDA and this method also creates a significant effect on RTO expiration. The
performance of TCIDDA is better in static atitoc networks with single flow. Nevertheless,
it cannot workproperly in high traffic load anét shows degradation in performance when
packet loss occurs. Therefore, improvement concerning multiple flows in mobile scenario
provides a good solution for further efficient results. In TMPA, when packet loss occurs
there is no mechanism that reduces delay in acknowledgment window for efficient utilization
of bandwidth.

Al-Jubari and Othmaf89] provided solution for overhead control in static networks
cdled TCRADW. The workof TCP-ADW is also based on the receiver side and it shows that
the static delay window size is not good for achieving high throughput. Hénoses
dynamic window size based on arrival time of data packet at receiver side. {ADWPthe
receiver side always increasthe delay window unless the RTO or session staptsin the
initializing stage, it sets the size of delay window equal te and increases delay window
when transmission increases. For reduction in the delay window, it uses the concept of path
length. Consequently, for the smallest path, IRV reduces the size dfie delay window
equal to half and for longest path it reduties size of delay window up to two. Nevertheless,
TCP-ADW cannot perform efficiently in aloc networks after the consideration of
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inter-arrival time of packets only. This is because delay of packets-lo@achetwork is not
only due to congestion but alslue to wireless link loss.

Further, TCP-DCA [90] definedthat when delay acknowledgment technique is applied,
TCP cannot gain higher throughput. Therefore, for enhancing the throughput of TCP, it uses
the concept of optimadize of delay window at the destiitan node. The authorsrgposed
that path length is important for selecting the optimal size of delay window. Hence,
TCP-DCA uses the concept of number of hops for selecting delay acknowledgment window.
TCP-DCA performane is better in multhop adhoc networks and shows if the data is large,
the larger delayed window is beneficial in shorter path but it may work inversely if the path is
larger. Although, TCHDCA also have some drawbacks whée endto-end path is larger.
Therefore,it is difficult for TCP to find the reasofor packet loss in larger path length.
TCP-DCA also faces problems due to channel performance with high bit error rate because
this technique uses a large fixed size, four, of the delay window.

In lag Oliveira and Braurj91] presentéd delayed acknowledgment methodology called
TCP Dynamic Adaptive Acknowledgment (DAA). For reduction in the size of
acknowle@ment overhead, TCBAA is based on both sender and receiver side. In
TCP-DAA when the status of wireless channel is in a better position, it sends one cumulative
acknowledgment &t receiving four data packet§.CP-DAA provides advantage for
reduction incollision loss after setting minimum congestion window limit at the sender side
and it performs efficiently in muHlnop condition (approximately 10 hops). TORA works
in a dynamic environment and it delays acknowledgment until it receives four dattspac
The séting of delay acknowledgmentepends on the condition of channel. If channel is in
good conditionthen receiver replieo acknowledgment earlier otherwjsECP-DAA sets
delayed window dynamically. It also reduces the size of acknowledgmedbw when
TCP-DAA faces any loss. Neverthelesiis technique has also some drawbacks in aspect of
fixed size of delay window i.e due to this it cannot work better in more than 10 hops.
Although, lot of schemes are designed forhad network but none baexplained the
sociatawareness and proper consideration of network condition for variable adjustment of
delay acknowledgment window.

(4) Congestion Window Adjustment Methods

The adjustment of congestion window depends on the situation of network and grovide
high advantagevith avoidance in congestion related loss. For that reason, in thiestibn,
we discuss some existing approaches that are helpful to adjust the rate of congestion window.
The work related to adjustment of rate control method is preddnt Rangwala et a]92]
that use additive increase and multiplicative decrease methods. The adjustment of rate control
is variable and depends on the estimated available bandwidth of the network. Thérefore,
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estimation of bandwidth has mucamportance in this type of methods and needs high
accuracy with reasonable bandwidth allocation. This work is helpful in congestion handling
and avoids wastage of resources. Same as above, another work is presented by Triantafyllidou
et al [93] that adjustthe congestion window for the Bandwidthey Product (BDP). This
scheme also adjusts maximum congestion length based on time expression. The calculation of
BDP in wired network depends on the multiplication of RTT and bandwidth. Nevertheless,
the calculation of BDP in wireless network is basedtbe density of node, power of
transmission and capacity of buffer. The calculation method in real BDP network at complex
contention method is difficult. Thus, Hamadani and Rakod@4t proposed the adjustment
of congestion window that conttet the contention through TCP. For estimating the status of
contention through path and thHevel of throughput, authorgpresented two distinct
parameters. Furthermoregle two parameters are used to adjust the congestion window after
combining four possible results. The variable congestion window adjustmentshand
estimation method create complications auwdnot provide accurate values to estimate the
network conditim. Zhang et al[95] also usd TCP contention contrommethod thatwas
already defined i194]. Same a$94] authors also $&d estimation method thas dependen
on throughput and contention. These methods do not provide efficient results due to the lack
of information of the whole network and provide only single node congestion status.

In wired network, the adjustment of @estion window usethe traditional TCP method
to resolve the congestion issue. However, the traditional TCP method cannot provide efficient
resuts in wireless adhoc networks.Therefore, many researchers have done lot of work to
improve traditional TCP wk in wireless athoc environment such as work related to
increase in congestion window at certain rate of fraction. Nahm §96hlproposed some
methods that take dstn after each RTT. To avoid the occurrence of congestion in network,
Slow Congestion Avoidance (SCA) scheme is proposed by Papanastasioufodt dhe
traditional methods increase in congestion window linearly that is, Maximum Segment Size
(MSS) after receiving the acknowledgment packets of all data packets. Yet, SCA uses
Congestion Avoidnce Increase Thresholda( increase_threghfor change in congestion
window. The ca_increase_threslis variable and provides indication in acknowledgment
number of packets. The congestion window increases one MSS after reaching the number of
acknowledgmein packets greater thaca_increase_threshNevertheless, if the number of
acknowledgment is less thaa_increase_threslthe congestion window will not increase. To
reduce the overshooting issue in congestion window Nahm dB&l.provided another
solution that used Fractional Window (FeW) increment concept. The calculation of
congestion windw is based on the sent data packet and received data packet within one RTT
delay. The above method providé® slow increment in congestion window. FeW provides
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the efficient result aftethe slow adjustment of congestion window but the drawback of this
method is that it did not consid#re capacity of network to adjust the congestion window that
can be a cause of congestion.

2.4.2 Opportunistic Network Schemes

The communication of nodes in opportunistic networks does not depend -to-emd
connectiviy. The reasofor non-availability of nodes for entb-end communication is due to
larger delay among nodes. According to less availability of end node, the protocols that are
designed in traditional adoc network cannot work properly in opportunisticwaks. In
addition, larger delay and neavailability of end nodes also create hurdles to identify and
rectify the problems. Consequently, in opportunistic network, node faces reliability and
congestion issige To adjust the problem of congestion in thissdrtation, we did literature
review related to congestion control schemes that identify how congestion occurs and which
solutions are available in opportunistic networks. Furthermore, in opportunistic networks,
some work is also available that uses dbciaware techniques to control the congestion
issue. Nevertheless, these techniques solve congestion issues through routing methods and it
cannot work in traditional abdoc networks. To solve congestion issues in opportunistic
networks, following sutsectons provide the detatldiscussion of existing methods.

(1) Economical Single Copy Management

The message storage management through siogle strategy is helpful to solve
congestion issues on node because the buffer of mobile nodes has limited cipas .

Thus, to resolve such issue in opportunistic network, relay node drops message from its own
buffer after transfers to the next node. However, in a case if forwarded message is dropped
due to some reason then this strategy cannot recover thegemedsa to nomonnected
behavior of source node. Consequently, this strategy degrades the performance of delivery
ratio in network. To discuss such problems in opportunistic networks, we did literaiee

in storage management policies thatduseononic models. The maximum existing moslel

use local informationabout nodes because global information is difficult to achieve in
opportunistic network.

To transfer message withthe small period of time and less consumption of relay node
buffer, Fall et al. [99] provided an efficient economical decision woh& for acceptance of
messageThe selection of message, basedttosmaller timea period gives advantageith
earlier buffer release. Still, the smaller size of message is alpduhfor avoidance in
congestion on node buffer. To improve the message selection method, further properties such
as message priority, security, routing strategy and life time of message can also give high
advantage in network. Furthermore, the perforceaof delivery and the utility of resources
can be improved after applying the game theory mathematical fridxfkl
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The acceptance decision of message custody based on financial model is presented by
Burleighet al.[101]]. In this model, the delivery charges of messages are paid dgrsamd
the relay node charges commission for transferring message to the next node. The authors
defined the delivery chargeath message size function and the request to quality of service.
Besides, the incentive of relay node is, it quickly transfegelasize message. The drawback
of this scheme is, in case fifie relay node receigelarger remaining time message, the
message can create congestion on node buffer. Consequently, the remaining lifetime of a
message and the growth rate of queue is a fa&@ior for acceptance and rejection of the
message.

To design a dynamic opportunity cost in delay tolerant network, Zhang and @2\
presened a method of message storage withngestion management techniquéhe
proposed design used the dynamic programming and reveanagement concept. The
forwarding message is based on the assumpti c
the overall revenue is optimized through supervised transferring of message. The acceptance
of message in this design depends on two demandsatbaopportunity cost and benefit
function. The opportunity cost is based on the storage capacity value that has been consumed.
Furthermore, in opportunistic networks the function of message type or size is denoted by
benefit function All the above defied methods givéhe economical model after using single
copy concept in opportunistic networks.

(2) Traffic Management sing Single Copy

In social opportunistic networks, where nddenode or humato-human
communication exists, unfair distribution of resmiallocation can create a majobipiem.
Device® connectionsare involved in opportunistic networks behave intermittefitly].
Moreover, the operations of some devices involved in this network are @ksd ba human
movement as peoplkere the main carriers of mobile phones. To elaborate social activity of
nodes, this subsection discusses existing literature work on dbgteeeness, closeness and
ego betweeness centrality. Centrality based communication shows that these social properties
are helpful in traffic distribution and management of data storage to avoid the congestion. To
provide the structure of social networkiyssmann et aJ103 proposed a scheme where they
show that the structures of social networks are-maodom. This nomandom behavior
illustrates some nodeworking as a communication hub and carrying maximum data of the
whole network. Therefore, the selection of hub nodes depends on the highest centrality or
more popularity in the social networks. Bubble Rap4 and SimBet[109 are the most
prominent examples of social based routing protocols thathgsleub node as a relay rfo
better transferring of the message. The experimental results define that unfair distribution of
load can cause less delivery of data packets and be the feasongestion at the central hub
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nodes. Kathiravelu et 8106 and Khdbaz et al[107] proved thatthe central nodas the

best for forwarding data because of its central position in the whole network and ability to
receive all data from the other nodes. To explain the congestion problem of a central node the
above two works provided a solution for management in stospgce. Before sending the

data to the central node thensler node must forward messagd&now about the congestion

level of central node.

To distribute the load away from the central node, Radenkovic ¢1G8} proposed
Congestion Aware Forwarding (CAFe). CAFe is based on two main modules; routing and
congestion control. The dependency of CAFe routing algorithm depends on social based
routing.Fig. 2.6 illustrates the architectural desigrC#Fe routing algorithmThe algorithm
uses ego betweeness centrality concept to transfer data among nodes. The highest betweeness
centrality defines that the path between the sender and receitertiskence, the transfer of
data takes place without wastage of time. In an ideal scenario, betweeness centrality is a better
choice for selection of the relay node. Still, the drawback of this social property is that it
depends on the whole network infation, meanwhile such a situation is difficult to achieve
in opportunistic netwmds. Therefore, this scheme usad ego network109 to calculate an
approximate betweeness centrality. The second module is used for the congestid@aftentro
estimating the statistics of node buffer. The buffer level provides decision either for
acceptance or rejection of messages. CAFe calculates the congestion level based on ego
networks because in opportunistic networks, it is difficult to calcuth&e congestion
informationaboutthe whole network.

The work related to traffic distribution in social opportunistic networks, Soelistijanto et
al.[62] proved that ego betweeness centrality cannot work properly with routing metric. Their
results show that degree centrality performs better than ego betweeness centrality for efficient
traffic distribution. Similar to CAFe, Fair Roufd1(q provided the solution of unfair load
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distribution in social networks. Their forwarding algorithm is based on congestion and
routing. In the congestion control modulee tqueue length of buffer is considered to control
congestion. The acceptance or forwarding request depends on the size of the node queue
length. Higher and less queue length of node assigns higher and lower level to nodes
respectively. To estimate a raugi decision, the routing module uses the level of interaction
with neighbor nodes. The level of interaction can also be represented by tie strength that
shows how th@umbers of probabilities amevailable for contact in future. Nevertheless, the
drawbackof only considering tie strength is that, it increases when the node contact increases
and decreases exponentially over time. Consequently, for a balanced distribution of traffic it is
necessary to consider node buffer statistics for forwarding the message

In addition, Kathiravelu et al[111] presenéd Adaptive Routing protocol that use
degree of connectivity betwa nodes to calculate the probability metrics. This scheme
defines maximum carection between nodes that shoade is popular in the network. Then,
the selection of relay node depends on the popularity of the node. Nevertheless, this scheme
shows a drawb&cin terms of congestiomvhich occurs due to the maximum number of
connections with relay nodes. To solve the above merdioongestion issue Kathiravelu et
al. proposed a Congestion Aware Adaptive (CAAPE. CAA uses the advertisement
methods to inform the other nodes for its free buffer space availabilityfitet step, every
node calculates the degree of connectivity with every neighbor node and in a second step, it
uses popularity level for calculatidar safety margin.

(3) Replica Managemerndsing Multiple Copies

In opportunistic networks, message replicatihelps to improve the average delivery
ratio due to worse storage congestion at relay nodes.-8yadyand Encounter Baseduting
are some of the examples that incline to reduce the congestion at maximum level through
capping message replication. Biit,is hard to determine the correct number of message
copies to achieveéhe optimum delivery performance in opportunistic dynamic networks.
Prophet[112 and MaxProp[113 develgped routing protocols that limit the message
replication wth a specific forward policyThe dependency of forward policy is basedttom
node delivery probability and contact history. However, the protocol replicates the message
irrespective of network cmestion state, whenever a message in a@obleffer reaches
replication criteria. Hence, dynamic replication control should adaptively adjust the message
replication rate to the network level.

In [114], dynamic message replication is employed by retiring replicant to control the
replication rate of network congestion level. To learn the current network stmrgkevel, an
ideal congestion control is proposed that monitors the entire network and feeds the
information back to all network nodes time. A mathematical model is used to spread a
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single message throughout the network. This method is proposeudtthé suitable local
metrics that act as proxy measure for netwwitte congestion levell14. In additian, the

ratio of message drop rate or buffer occupancy rate to either receivingp-end
acknowledgement rate or receiving message rate from neighbor n@dgsod indication to

find the network congéi®n level. Simulation resultshow that at low coregtion level, the

node buffer occupancy is high and acknowledgement spread is unreliable and it gets delayed
in opportunistic networks. Hence, authors conclude that the ratio of message drop rate to the
receiving message rate at a single node is the degtmetric to represent the netwaride
congestion level. The current congestion information is exchanged by nodes during node
contact and calculates independently to estimate the current local congestion level. Whenever,
node meetsother nodes, it updes its local estimated congestion and adjusts its replication
limit. The congestion level decreases with gradual increase of replication threshold.
Subsequently, congestion level increases witea replication threshold is reduced

multiplicatively whichat s | i ke TCP&6s Al MD. |t i's of wort

only depends on storage congestion but also on nodecoméact time in opportunistic
networks. Moreover, messages are dropped from the buffer when its lifetime expires. Hence,
it is difficult to accurately measure the message drop rate at node congestion level. The
selection of message lifetime should be carefully achieved because message drop rate will be
high for shorter lifetime even though buffer is not congested.

A multiple-copy variam of CAF"e[108 called CAFRed11Y is proposed to control the
message copies number at relay nodes. CAFRep has three important metrics hamely node
sociatnetwork metrics, node buffer statistics and ego network statisfits. rode that
belongs to CAFRepalculates its Total node Utilityr 6tUtil) as the sum of its own metrics. A
node compares its total utility, during node contact, with contact peer that is used for selection
of next hop and decides about the number of messages to be copied at fibtg, Round
Robin Forward Scheduling (RRFS) is proposed for replication management that follows the
routing policy to determine the order of transmission ofsagss. In opportunistic networks,
the main goal of routing algorithms is to provitlee high delivery ratio with prioritize
forwarding messages that is based on message service class or message lifetilme and
message delivery probability. On the othendaRRFS algorithm aims to avoid the messages
that excessively replicate at the front of the queue through message prioritization. Every
message has estimation about total number of multiple copies in the network. All the
information is stored in the meggaheader and increments whenever, message gets replicate
during node contact. For example, 1eeé nrelay(m)counter holds the estimated number of
relay nodes that contain message copi@s (Vhenever, message in the buffer meets routing
criteriathenits ends t he message i n t orheRRFS algoatiohe 6 s
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sorts them in ascending order wfelay(.) whereas forwarding mechanism and replication
processes the messages with the lowest valogetdy(.) This procedure reduces the network
congestion by efficiently controlling the message copies in a limited contact time.

(4) Drop Strategies klng Multiple Copies

In multidisciplinary networks, the buffer of current node retains a copy of message that is
forwarded to another node. The node ubesdopied message for future correspondence with
other nodes. The matter of concern is that when the buffer's storage capacity is occupied then
it starts discarding the stored messages on its own buffer ranfibl]y

As abatement meares two strategies are adaptedheproblem mentionedbove. One
is singlemessage statistics which is a simple drop strategy that only requires the attributes of
a message ithe node buffer, such as its forwarding, arrival statistics and message lifetime.
Second is networkwide message statistics which is a complex drop strategy that needs
message attributes collected from the entire network, such as the number of copies of a
message. The strategy to drop packet in intermittent netjdd® 119 provided simple
policies to dop the message, such as drop Last PRobable first (LEPR), First In First Out
(FIFO), drop MOst FOrwarded first (MOFO), drop MOst favorable forwarded first (MOPR)
and drop SHortest Lifetime first (SHLI). Two parameters are used to check the efficiency of
network that includes delivery delay and ratios. To classify several drop probabilities,
Bjurefors et al[12( proposed a data centric opportunistic network that is based on pub/sub
model. The method of classification is dependent on tweegsg one is interest based and
other is replication based. Interest based techniques have two sub parts for dropping packets,
these are (i) dropping the data objects of that node whiclehastinterested nodes in the
network and (ii) dropping the databjects that have the most interested nodes between
neighbors. In addition, the degree of replication has three sub parts for dropping data. First, it
drops data objects only when maximum copies are available at a node, most forwarded and
least forwardedra the other remaining strategies to drop the data objects.

When storage buffer is occupied and needs additional new packets to buffer, Average
Forwarding Number based on Epidemic Routing (AFNER)] provideda droppingpolicy
for opportunistic networks. This algorithm only works when the buffer capacity is completely
occupied and some new message arrives. It discards randomly those messages whose
forwarding number is greater as compared to the average forwarding nafrther whole
network. Howeverthe global forwarding number is neglected in this study which can further
be explored. Additionally, Krifa et aproposed an optimal buffer management drop strategy
in [117. The proposed algorithm is based on two variants, Global Knowledge Based
Scheduling and Drop (GBSD) and History Based Scheduling and Drop (HBSD). GBSD
provides message utility after utilizing global informati@moutnetwork. Two functions are

-43-



Congestion Control Mechanisms for-Adc Social Networks

used to calculate message utility, message dropping and forwarding schedule. In message
dropping policy, after storage of buffer capacity is overloaded, the node will drop the message
with smallest message utility. For sdiaéing messagehe priority of the message depends on
limited contact time of nodes and each node tiseslecreasing order of utility to replicate

and forward the message. Authors show that GBSD is sometimes difficult in a real time
environment, so, theinext approach is to satisfy this condition by using History Based
Scheduling and Dropping (HBSD), which is based on local and dissemihatatfjorithm

that is used to calculate the message utility. The algorithm is the same as GBSD but its
approach uselocal information. Though, these existing techniques are valuable for only
disconnected networks and are difficult to implement interehd connected networks.

2.4.3 Bio-inspired Schemes

The communication structure bfternetis increasing day by dajue to large number of
node. The large number bfternetusers with centralized communication increase congestion
level in network. The evolution dhternetoccurs at fast rate for exploiting the advanced
technology to fulfill the latest demands. Thigokition has proved to be an authentic
confrontation to rule on its future and to solve different issues which wauenentlyfacing,

e.g. overall system security, congested environment, routing scalability and network
pressurized by future devices amrdent applicationgl2Z. Internet(neither first nor just one)

is the latest large scale compound system. In fact, these compound systemslizing
biological properties because they have been evolving through years and changing themselves
with the changing environmend/e will discuss here some elementarygaedies ofinternet

that createongestion loss in network due to dynamic ina@aimn number of users.

In comparison with traditional central networking, distributed networking plays an
important role in satisfying present and futulernet network design requirements.
However, to design the requirement of distributed system effament way, some biological
processes are too significant. Biological processes employ simple and identical operating rule
for every individual to interact with others producing efficient patterns toward the
achievement of whole system. For exampladitional routing schemes cannot provide
efficient services due to congestion created by messages and data storage requirement of large
routing table§123. We can also take examples such as better output by utilizing less energy
and induce modifications in different systems i.e. clouds, data center arjd 2fiidIt is not
possible to aligrthe parameter of each unit through a specific hierarchical control because
above mentioned systems consist of scattered units. The organization of system operational
achievements and quick decision power making agdmbires of other units can be
rationalized by networking based control that empeswlex whole process.
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Long time ago in communication technologies thesre new results of evolution for
example congestion, heterogeneity, complexity and scalabilityciidléengesasnew results
can be dealt with work of art created by evolution, gracefully and efficiently. The clear
observation shows that biological system and rules depend upon some generic criteria with
effective resultsas resource management, sociaiffetentiation, task assignment, and
organizing systems without any external source e.g. protection of immune system without
brain control[125. Additionally, the functions of organism are performed in balanced state
that is related to homeostadi$2€6. In insect colonies, task is decided and eagtats
i ndi vi dual 0 sreateglabg iotellgencse assignené[t27]. Bio-inspired systems
and organizations have demand#ézhtures because of long time ongoing progress in
evolution. Consequently, to elaborate these features some key points are given below.

(1) The system should behave properly in dynamic environment.

(2) The recovery of system is capable to solve the problems due to internal or external

causes.

(3) Adaptation of system on arrival of new conditions.

(4) Dealing with unnatural resources with the help ot agsitude.

(5) Ability to adapt with perfection and gaining effective balance.

(6) Facing difficulties due to available inherited abilities.

All the above mentionedfeaturesreflect the effectiveness of biological systems in
relationship with communication amaformation technology. Hence, many of the researchers
are motivated to applfor principals of biological methods to resolve the technical issues of
networks [128 129. These biological methods introduce the new procedures for
communication systems and predictable technological systems. Therefore, to solve congestion
issues ininternetand adhoc enviroment we discussed some {spired techniques in
following subsections. In addition, the complete surveys of-ibgpired techniques
applicable fotechnologyare available ifi130, 131].

(1) CongestednternetEnvironment

The major cause of degradation of quality and performandatémnetis due to the
congestion. Consequently, to overcome thegestion issue through realistic solutions,
bio-inspired techniques can give high advantage. In algorithm and structural detagmet
and biological systems havwmany analogies among each other. The designintérnet
architecture is based on applicatidoransport, networldata link and physical layerSame as
Internet the biological system architecture also depends on each other. There is always
resemblance in infedructureof biological systems. For example, many of the nutrients are
food for baceria and these nutrients are responsible for energthmacterial cell. Then
bacterium digests these nutrients before it can be accomplished and rearranges the
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components of nutrients in to multifarious giant molecules. As it is impossible for bacteriu

to convert each nutrient to each of macromolecules through metabolism, in the same way it
would be unfeasible to compose submission for each physical layer technology. Bacterial
metabolism renovates nutrients to some common prevalence which is thelo gseapbose
intricate macromolecules for energizing the cell.

Csete and Doylgl32 observed that thisow-tie structure ighe unique component_et
us consideinternetprotocol stack consisting of similarities at single protocol level. Standard
congestion control algorithm i#he basis of TCP and it also utilizes response from the
receiver o0senmtc kihow!l a@adjgwmst menvdrsely the tgpe of tkedbadks r a't
arrives as positive and negative feedback. Initially, when senders acquire desired
acknowledgment (positive feedback), then there will be a gradual rise in communication.
Secondly, whersenders do not acquire desired acknowledgments (negative feedback), it
rapidly decreases communication. In shorthé&existing condition of network is known, this
algorithm will follow the sending rate of sender for the receiver which is importanbpart
feed back in control theory. Latest research has proved that bacteria use this feedback for
moving with specific velocity, when attracted by chemicals and food in the surroundings
[133.

In order to solve congestion issueslimernet communication network, Analoui and
Jamali[134] presented a framework calleBio-Inspired Congstion Control (BICQ. After
inspiration from biological systemghe congestion control frameworksed predatorprey
model that is used to control the population level. In this paper, authorseeoslttbrt review
of population control methodology ariden combine withinternetcongestion control. The
congestion control scheme utilizes the-lmnspired mathematical model and provides efficient
results in communication. The relationship between pregagyr andinternettraffic control
model is defined asf the predators are absent then the growth in prey will be exponential.
The authors considethe species ofnternetecosystem to match with predafmey model.
Furthermore, in case if the prey is absent then the predators will reduce exponentally. Th
results of this framework are efficieiut some of the drawbacks also exist in this method. In
this framework, BICC did not consider the different RTT and short flows effect.

The further extension of BICC algorithm is discusseflBf that is called RBICC. This
paper also uses the naturalistic predat@y model to solve the congestissue in network.

I n previous framework BICC, authorodés discuss
the efficient performance after fair utilization of resource. The major drawback in BICC was

its speed of convergence and stability that cannoaveehdynamially. Hence, authors

improve the dynamic performance and use predatey naturalistic model. Other than

intrinsic methods of nature, RBICC also provitlesmathematical and theoretical framework
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that is helpful in designing and analysis oétgyn. Consequently, RBICC defined more three
natural methods such as competition, predation and parasites that are helpful to control the
population size in further efficient way. The level of congestion in network can be improved
after reduction in poputen size. Therefore, in RBICC, the size of population control is
based on predation method. Still, this method also requires analytical foundation and for
better communication in network it also requiresfsmh mathematical ruledmprovingthe
congeston control with scalability, performance, fairness and stability of liiternet
protocol, Analoui and Jamali[13€ provided further extension of135. This scheme takes
robustness and stability characteristics of biological systems and proh@esmthematical

model to analyze the performance of proposed scheme.

In [137], Analoui and Jamali solved congestion issue imternet using two nature
inspired techniques. This paper redefines the problem of congestion fteralsing the
size of population control methodnd considering tirophic food chain model. For
effectiveness in results, it utilizes the mathematical model dfophic food chain for
congestion control. On the other hand, this work reqtireanalytical method to analyze the
performance of systn and needs to consider fairness and stabiitgddition,to guarantee
achievenentin performance and stability, the improved version ofibgpired congestion
control is defined in BICCTT13§].

Consequently, to design the TCP that veak a scalable congestion control with robust
andselfadaptivebehavior, Hasegawa and Murgi89 presented TCP symbiosis. This work
uses the available bandwid#imd physical informatiomboutthe endto-endpath to change
the TCP window size. TCP symbiosis tries to resolve the packet loss and unfairness issue
using informatioraboutbandwidth. It uses two biological models such as L-atkterra and
logistic growh model for adjustment of congestion window size. The dependencies of these
models are equal in changing population sizes that work in living environment. So, TCP
symbiosis uses window size in a manner of population of a species and the available
bandwidth of congested link is used as living environment. The further Linux based
implementation of TCP symbiosis for congestion control is discussgdith All the above
defined metods are applicable imternetenvironment and maximum of the work is related
to the adjustment of data rate after usthg mathematical scheme of biological systems.
However, these defined schemes are not suitable febywjpp decentralized nature.

Solving congestion related issues in network some methods are defined after motivation
from an insect. These methods adihgtshortest pathway from their home to food that can be
used to conceal the congestion related problems in network. There are éz@typcentives
used by insect colonies for tracking food (final destination). Ringt,chemical substance
released by insects whichtise stimulus for organisms dhe same species. Second, odor of
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some specific food is also stimulus for insects ttwlt#he final destination. If there is no
chemical substance released by insettisn other insects ahe same colony will pursue
haphazard pat hways. L e tth@feod soarcessiadakable far an aptx a mp |
it will go back home and on thevay to home it will leavas pursuingthe as chemical
substance by rising its amount toward final destination. The smallest victorious path will have
the maximum amount of this attractive substance while others will ki@&emall amount.
That 6s vahtsywillgpurduehe smallest path which would lead to origin of positive
feed acknowledgment cycle. The very first stimuluseselent algorithm was Asiased
Control (ABC)[141], this algorithm was also applied in ciresivitched telephone networks.
ACO-based algorithms work on traffic awareness rule which is of great aatiefined
in Fig. 2.7 ABC algorithms andhe ACO-based direction finding work athe same principle.
The djective of ABC model as food sources and direction finding tables are known as
pheromonés tables. Let us consider amode networkn numbers of various phemones are
utilized by ABC algorithm. If we consider node s, each er#rg4 d) in the pheromone table
shows that ant exiting from nodautilizes associatios4 d to attainthe final targetz. In this
way node withk neighbors must havepheromone tablef size ¢-1)*k. Ants are delivered at
specific periods from each node to final destination by doing modification in pheromone
tables but they only moderniziee source node not their final goal. Ittise clear cut through
observation that when an antsgasthrough some connectiag v, it will do modification in
pheromone table entrp4 u) at nodev. ABC increases likelihood of entrg4 u) by utilizing
strengthened technigues while renewing pheromone tables. For improving the quality of calls,
ants roanmg on crowded paths, will not reach at exact time and ants roamirigwen
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Fig. 2.7 ACObased Optimal Path Selection
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congested paths will reach on time. The sum of impediment is directly proportional to number
of calls using at the same time. In short, calls will not adopt any unsystematic aasrige
themselves in different links. ABC has one negative aspect also that winner witbHzold

on all call setup format that meanghe most suitable path is congested, then no call can be
located tos unless there will be a change in probabilitigtribution by ants. ACased
algorithms for packeswitched networks will discover different tracks for balancing load in
pheromone table.

(2) Congested AdhocEnvironment

Lotka-Volterra (LV) competition model explains link between predators and thejr pre
If we consider different types of predators in a given set up, then robustness of one type of
predators is influenced by other type that depends uponsomhe ratheinadequate prey.

This feature is applied as a solution for congestion in computeoretvrhe pediction of
Wireless Sensor &tworks (WSNs) shows that it has vast variety of present and future
submissions consisting of large amount (hundreds to thousands)-ehtbgensor nodes. The
outcome of these large numbers is congestion in thgonket This will in turn hinder the
consistency of network communication.

Solving congestion related issues for WSNs, Antoniou eftldlZ suggested the ethod
of reducing traffic load step by step by using LV competition model. In this model there are
different types of nodes playing their part such as Source Nodes (SNs), Relay Nodes (RNs),
and SourcdRelay Nodes (SRNs). Firdhedata packets are created SNs and SRNs which
are then transmitted to the npacket producing RNs or SRNs. The nodes involved in the
network are adaptable and flexible for transmission of data packets. There is competition
between different nodes for storage capacity to réaehearby destination. Let us suppose
WSNs as an ecosystem, subdivided into differentenidsystems which are composed of
sender nodes forwarding data packets (that behave as competing species) to receiver node.
These data packets behave as competingiespend their storage capacity is considered
insufficient. Traffic flow is described as population bulk which is influenced by connection
between indulged stream and storage capacity. LV model has two basic features; first, all
groups are living togethend second, only one group remains alive, fight with others for their
survival and expresses disapproval of extermination.

The survival of species in the system depends upon the suggested theory which proves
that when the contest between members of onglespes greater than that occurring between
two different species, then data flow rate of species aggregate tottieromiversal and
peaceful existence resolutiph43. The contest between members of two speciéseisame
as connection time but expansion of species is opposite to connection time and data packet
flow rate of SRNs and RNs can be observed by utiegame method as SNs. There are
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different advantages of this method in simulation such as high packet release, low
uninterrupted delay, scalability, and fairness of conflicting flow rates.

Moreover it is known that our suggested plan was better in performance than AIMD like
rate based congesti@ontrol schemg¢144-144. In order to gain strength and efficiency in
data packet flow rate for WSNs, these schemes intensify QoS violated, long time converge,
sawthe tooth rate performance. The constancy of system is directly proportional to contest
among species, also discussed in this paper. In short, if we want to improve efficiency and
adaptation of our futureetworks (according to chaegircumstances) by ugy predatoiprey
stimulated algorithm, then we must select unfriendliness tariffs.

For the maintenance of vibrant equilibrium among different parts of network system
having the constant number of users, predgpoey association theory and biological
symbosis can be useful on it. The networks having different components that rely on small
number of processions use predgicey relationship scheme atite different componeruf
netvorks that depend on each other umselogical symbiosis (relationship inhich two
organisms live with each other and depend upon each other). Networks that use this
Bio-Inspired Algorithns (BIAs), must applyfor biological schemes. The properties of
individuals and associations between groups of biological system should bed ajppl
components and associations between netw@ystemsrespectively. For example, WSN
follow predatorprey BIA to avoid congestion and P2P depends upon symbiosis BIA for
source requesespond management process.

Avoiding realistic congestion usinbirds flocking model for wireless sensor networks,
Antoniou et a[147 presented an approach called FlaR. This scheme controls congestion
after adaptingthe birds flocks orientated movement and obstacle avoidance behavior. It
avoids the congestion and balances the load after utilizing the alternative path in wireless
sensor networks. This scheme behaves dyradiyiand achieves adaptation in dynamic
netwak size. In FlockCC, birds behave as packets, flying space denotes as a sensor network
and obstacla avoidance illustragghe congested area of network. The major inspirations for
designing the FlockC C ar e : 1) the <c¢cl osel y addoavatinged i n
communications, 2) the migration behavior of birds when they move to the poles and 3) the
narrow field of vow in the group of birds. The Fle€GIC processes the packets after using the
above bird flocking movement method and controls theyestion based on it, hdpy-hop.

The multiple paths for traffic flowutilize the obstacle avoidance concept from bird flocks.
The[147, 148 definal the initial stages for development of FIe€iC. Moreover[149 150
providal the extension and improvement in FI6CK through evaluation results. The enhance
scheme is simple and reduces implementation complexity level after utilizing the two
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affordable parameters rather than four. F}@sR provides efficienretransmission and avoids
collision with high packet transmission rate.

In last, AntNef{151] and AntHocNe{152 protocols worlked on principle of ant routing
model. These representatives discover the network and replace stored information (in the form
of dai packets), as ants discover surroundings anthaesedirect way of interaction between
them by applyingor mechanism of indirect coordination between agents.pFraeticalable
routing scheme, offered by AntNet, depends upon resolution of initiatingileno
representatives towards their targeted nodes arbitrditlg. ACO algorithm can be used to
design smallest distance route between source and target by using random techniques and to
bring modifications in patielated, path plotting accesses in netwdihese agents then move
back to their habitat (just like ants) after achieving their goals. Theredbtbe routing tables
of travelling nodes having recent information about targeted nodes are modified. AntNet has
capability of sustaining probabilitfor generation of new agents, foNong current traffic
conditionsto prevent congestiomll the above defined solutions are based on thénsjaired
mechanism that solves congestion issudsternetand adhoc environments. Some of these
works solve congestion issues after adjustment of data ratdniarnet environment.
Conversely, these methods are not applicable in decentralized envirodrhesgtfurther
works provide solutions in adoc environment that solve congestion issues after efficient
routing schemes. In the best of our knowledge, to solve congestion issue in ASNETS, no one
considered the bimspired techniques.

2.5 Social Networks Developments

In this section, we did literature review of some stitéhe-art works to investigate the
existing development in ASNETSs. This section is divided in two categories; one relates to
application developments in ASNETs and other one is based on the data distribution
techniques that are designed for soctallyare networks. What's more Table 2.1 has
summarized both two categories with existing developments in ASNETSs.

2.5.1 Sociallyaware Applications

The deployment of sociallgware network provides drawback, howevke importance
of mobile social applications has promptly increased due toeilsendos applications. For
instanceitd sasyand cheap availability regardless of link and the location of the node along
its social relations. A great deal of variety of these social mobile applications is available and
impressively increasing in thmarket. Though, these social applications create congestion on
network. Therefore, Seada et FI53 proposedhe improved model of athoc network that
uses basic architecture for social communication. Following efeneéd some important
developed applications.
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Social services cover the applications that are purely related to cellular applications such
as Dodgeball and are extended to vwelsed social media forums as Linke@ii’b4.These
applications allow the members to share their personal data thoughts, views, and information.
Mobile sociallyaware applications are also called as the social servidethiBuspecific
typeds meaning is to be | imitetleotherhamdheggy t o s
vehicular network application is presented by Smaldone Et%#H that is called RoadSpeak.

The RoadSpeak system allows the users to join communities that are known as Voice Chat
Groups (VCGSs). Furthermore, system accesses thie tssexchange voice messages through
thecentral RoadSpeak server that is used to serve as a coordinator. The applications related to
mobile multimedia sharing and community based communication are presented by Maattila et
al. [156. The name of proposed scheme is called TWIN thas sseial proximity based
communication with and without familiar persons inhamt networks

The sociallyaware applications are broadly extendedorovide assistance in medical
facilitation as well.Somegeneral architecture for health services is proposed by Chang et al.
[157] that uses GPS enabled PDAs. The defined health application connectshevith
centralized server throughRRS and indicates the sickness with physical location of patients.
Additionally, Teles et al[158 also proposd an application called Mobilehlthnet that
works only for some specific applicationAnother wearable sociallgware application
facilitates users, using the wear devices in collecting and sharing information regarding social
interactions. Besidessing wearable applications aghavior modeling and entertainment
tool, these applications assistews in daily life activitiesKanis et al[159 offered a wearable
sociallyaware device bracelet that the called iBaaxd. The iBand contains an infeal
transceiver for communication purpose and transfers information during a handshake process
after enabling two iBands. To shift the focus of applications from virtual to physical social
space,Bottazi et al [16(] presentech Socially Aware and Mobile Architecture (SAMOA).
SAMOA splits the social management related ghfrom application requirement and for
personalizing social dependent applications; it combines a set of common facility
applications. The searching thfe same interest users in SAMOA depends on two properties
i.e., profile and place visibility.

To provide the optimization in human intelligence methodology, social learning
networksare helpful in this aspect. The work inspired from human intelligence Huang et al.
[161] proposed a novel application for sociadlware networks. The application allows the
users to searclior the common interest matclgnneighbors for efficient utilization of
resources. The proposed method used the vec
based on similarities. This technique is useful for formulating the communities in network
such as reader communities. Besi@gespvel application callettherecommendation system is
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designed for providing easiness in searchiorgechniques. It suggests recommendations on
various topicsair tr ac ki ng t énd avalsbidity @ satabnentolile dewviaes.
Two frameworksFriendSensing and SensingHappiness are provided that aim to find out
contacts and promote them were proposed by Quercia[@6d]. The framework uses short
range radio technologies that are basedogging past encounters. To provide availability of
personalized content at mobile users, Jbh§3 paid attention at fingrtips. The social
network ontology is used on to detect the social relationships. The work related to
recommendation of users to call receiver is presented by Min [it6d). However, the
communication is based on Bayesian networks.

2.5.2 Data Distribution Approaches

The main function and characteristics f oopportunistic networks are
As t-camryandf or war do t hat <carries messages bet wee
Node mobility is one of the major reasons for node disconnection. In case of node
disconnection, relay node médye used to store and c¢grthe message until they get
reconnected. Hencthe selection forelaying anddecision ofdistribution decisions shoulae
based on thapecific routing methadRecently, the ASNETs data distribution and sharing
protocols are modified to outperform the selection of forwarding nodes using social
attributes. In this section, we compreheendiscuss thavell-known existing sociallyaware
data distribution schemes.

One of the famous, sociatBware based distribution schemes Laldd&5 was frstly
introduced byPan et al., which is used to employ the social characteristics into the
opportunistic routing. In this approach, every node informs other network nodes about its
organization or affiliation in form of label. Thus, on the basis of &bélpotential rely and
destination nodedt makesdistribution decisions for the node thatatesto thesimilar group
as thereceiver Label, uses intraontact time distribution; used within one group of nodes,
and intercontact time distribution; esl between two groups of nodes to show good
distribution nodes from one group to its corresponding friend group. However, the major
drawback in Label scheme is ocdng due to large distance among multiple communities. In
this scenario, the sender nodeilcbnot be able to access the destination node that is involved
in its member community. In addition, the node mobility increases more dynamic in network.
Thus, in sucta dynamic environment the nodes cannot perforrthabest forwarder of data.

For exampe, when ndes are distributed on the basif network clustering then the source
node cannot communicate to the destination node directly or indirectly. Neverthkgess,
paths among clusters aresered by users that form bridges based on weak associate
stalemates. Therefore, to solve this issue Mtibaa ¢6f] divided the large scale network
communities into small commities on the basi of user social interests and geographic
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location of users. Authors proposed a scheme called Community Aware Forwarding (CAF) to
provide the efficient results in distribution of data for large scale network.

A similar approach to CAF, Boldrret al., introduced ContentPlaf¥67] that forward
data by selecting an appropriate relay node based on community location. In ContentPlace,
nodes can be explicitly viewed as the member moredharlocaliy-related communityFor
utility-driven content forwarding the objects of content defined using two utilities in which
the one related to its own preferences and other related to the preferences of communities
where node is member. This scheme joints thehpnd pullmethods for content distribution.
Further enhancement in primitive push methocohtentPlace has suggestedAlen et al.

[168 using social properties. Authors used the similar interests of users as well as the
frequency of meeting with each other. After the collection of social behaviarsérs share

the social information with each other when other users come under their communication
range.

Another fully distributed schemas called PeopleRani{169 also exploits the
sociatawareness of user under node mobility. PeopleRank assigns rank to each user based on
the social graph and makes mags distribution decisions ing nondecreasing rank rule.

The scheme utilizes theonsistent socialbaware information among users to decide
distribution of data. Furthermore, PeopleRank utilizes the same user level for assigning the
next hop for data exchange. This is because so@alfre connected nodes proved as the best
data distibution. To forward data among nodes, Falddrial., introduceda novel sociable
routing scheme if170. In this scheme, for efficient data delivery authors select a subset of
optimal forwarders and ahodesrely on that forwarderlt collects the social information
aboutnodes for data routing. However, the social information depends on the frequency and
types of encounters.

In [171]], authors used socialgware distribution algorithms such as Label, Bubble Rap,
PeopleRankf104, 105 169, and investigated their behavior under various opportunistic
network configurations. Similar efforts have been done by 2Zyt#.[177 to investigate the
potential and role of nesocial and higly moveable devices communication and
consequently, users are classified based on their social mobility behavior. For user
classification, thetotal user population is divided into social and Vagabonds groups. The
advantage of Vagabonds is that it fesminimum contact durations as compared to Socials
which describes that they have more opportunities for data distribttawever, mentioned
scacial-aware distribution techniques are heawésed on the ability of storirglarge amount
of data at forwarder nodes. The first distribution mechanism known as Social Aware
Networking (SANE)[173 combinedthe advantages of Ho stateless and socialare
distribution approaches in PSN routing. In SANE, the uaéis have the samateress tried
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to communicatanore often. SANE procedurggt trggered whenever a node saenters the
communication range of another node zayn such scenario, firstly both nodes exchange
their interest profile and scan their buffer for messages to rdiayever, data distribution
paradigm is required where each node contribsene fraction of their resources to forward
messages and to staremdependson their service for thevhole distributionmethod Thus,

to overcome such issues a novel approach is propo$&d4n This approach is based on fast
and frugal recognition heuristic directions for conteamtric mobile networks by exploiting
the knowledge of how human being biaggets important informain with the incomplete
knowledge.

Different from the previous solutions SocialC4375 suggested that efficient data
forwarding do not only rely on mobility and social ties, but also interests of destination nodes.
Thus SocialCast determines a utility function based ba hode location prediction and
change in degree of connectivity. SocialCast is based on the published or subscribe model, in
which nodes publish contents on the networks and receiver nodes get these published contents
based on their interestdence, a nde with higher utility for a particular interest than a node
carryingthe current message will get copies based on the content matching approach.

In [17€], authors stuéd a data diffusion problem which diffuses the data messages to
all moving nodes. Thus, any node that is interestegeting this data can easily get it either
from stranger nodes or its corresponding friend nodes. Thus, analysis reveals interesting
reallts such as for better performarnebena node mesta friend node it must first diffuse the
data to a node having most common interests to him and similarly it diffasedata to
stranger node having most differédnbm its common interest while ineds with stranger
nodes. Bulut et al., introduced a Friendship Based routing schefd@7n In this routing
scheme, each node distributes data to a node that contains the receiver nodes in its friend
communities. Friendship is differentiated based on the time of the day and thus, a node may
contain different friendship communities at the different times in a day.

2.6 Research Challenges

The above sections discutt®e literature and current solutiondated tothe designof
social networks, user social properties, congestion control atadevelopments ithe
context of sociallyaware networks. Though, the ongoing researches on the ASNETSs issues
are not too much mature. Thus, therareed to addérss many challenges that have loe¢n
discussed beforeConsideringthe above discussions, the following subsections define the
open research challenges in ASNETSs. The solutions of these research chabengesised
to enhance the performance of ASNEA®l polishthe communication capabilityf mobile
nodesin thescarcéy congested environment
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2.6.1 Cross layer Architectures

To achieve efficient results and high throughput in ASNETS, some cross layer techniques
can provide high advantage after comfi multiple layer information such as application,
transport, network and physical layer. We know the social properties of users are helpful to

Tab.2.1: Summary of Esting Applications and Data Distribution Protocols
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design the optimistic application in sociaiyvare networks. Same as application layers, we
can also applyo the social properties of users on different layers and achieve optimal cross
layer design. Furthermor@ orderto improve the performance of ASNETs and achieve the
desired services based on application design, it is needed to propose efficient middleware
protocol. This middleware protocol will be helpful to provide the lower information to the
upper layer and work as a bridge between each other.

2.6.2 Socialaware Communicatianin WSNSs

The communication of nodes in ASNETs is based on the social behafvigsers.
Therefore, social properties are required to design the algorithms and protocols. To design the
wireless sensor networka sociallyaware manner, the wireless-adc sensing technique
should sense data frothe environment andequires applydr the data to achieve the social
awareness. According to fulfill the above requirement thera meed to investigate the
method of data collection and how to process and evaluate the data from WSNs nodes.
Improvingthe performance of social propertieséd application and communication pattern,
further research in WSNs is required.

2.6.3 Privacy and Security

In order to provideprivacy and security in socialgware networg it is necessary to
considera lot of factors that save the personal infonmatof usersagainst malicious
attackers. In sociallbpware networks, mobile nodes usually transfer persandllocation
information of node through wireless interfase In addition, when these dwbc nodes
connect withinternetand use some social sitt communication among global users then
the privacy and security of users can be affected. Thués to many social sites do 6 t
provide efficient securitytouseend it is not trustworthy for
are available to discugke recent privacy and security issueslnternet social networks
[178, MANETs [179 and mobile sensin¢18( but existing models are not capaldé
solvingthe defined issugl81]. To solve such issues, it is necessary to design an application
or communication processuch as when users communicate among each other their personal
information will neverbe disclosedo attackers. Hence, some techniques suchpragiding
anonymityhide location information, access contrahd authenticatiomethodsare reeded
to consider.

2.6.4 Efficient Resource Utilization

In ASNETS, nodes have limited energy lelbetausdéow battery power and the capacity
of the network are limited due tothe scarcéy wireless environment. Besidesjsers in
ASNETs have someosially-awarerestriction and prioritizationTherefore, to overcomie
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above mentionedissuesin one solution it is necessary to design efficient algorithm
protocok, andarchitecture. The existing worksaim to solve the above defined issues
separatly. However,none of the existing studiesnsideredhe social propertiesf the nodes

to allocate thie resourcs efficiently Additionally, a solution inthe scarce environment can

be provided through social priority level and assigning resources baghd social level of
node.Providingdesired resources among nodes, the efficient allocation of bandwidthagives
high advantage. Nevertheless, the calculation of social priority can be based on the network
environment and social interactions among nodew example in congested netwsrk
environment attempts timrward those node data packets earlier which have high closeness
centrality to sender. Furthermore, in big conference hall or parties aharef users meets
with each other, it is necessdoyallocate resources of nodes based on similarity level.

2.6.5 Optimization in Data Mining

The users of ASNETSs utilize contextual informataimoutnode for its applications and
services. Accordingly, optimal mining approach provides efficient real tomemunication
and improvement inthe quality of sociallyaware services and applications. The
communication otheusers in ASNETs$s based on the context informatiaboutparticular
devices and the interaction levels of users among each other. Conslggseftware of data
mining should behave in an optimal way to extract the informatfarsers. In addition, the
local contextual informatiof nodescan be extended after publishing the same contextual
information to online social netwoskThe publising of the same information othe Internet
can also raise the battelifetime, security and privacy issu€urthermorethis method also
provides optimized and accurate data for other devices or vehicles.

2.7 Summary

Previously, several congést control solutions have been proposed in the literature.
Still, the existing works irf4, 187 point out the dawbacks in proposed solutions. These
drawbacksstill existdue to thdake of a formal methodo design socidy-awarenetworking
protocols. These existing works also show that the solutions related to node
sociallyawareness in adoc environment are werfew. Moreover, to the best of our
knowledge no existing solution has proposed a layer based transport and AQM protocols that
briefly illustrate the methodology of each component to understand how to learn the social
properties of nodes.

In [2], Xia et al. discussed that the existing solution cannot provide efficient results and
utilization of resources without the usagesotial properties of nodes. As a result, the authors
indicate that for proficient resource management, the existing solutions open the area to
include the social properties of node for designing the algorithm/protocol in aspect of social
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awareness. Howevieconsideration of social properties in some of these existing solutions
was not defining the efficiency or effecness of the design protocotather social aspects
of nodeswereselected according to the simplicity in designing the protocol. In etbeds,
the performance of protocols fluctuates according to the selection of node property. This is
likely to be observed in soctblsed adhoc solutios, and is different from our notion of
applyingfor social properties where the system and its comudin@ctionalities adapt to the
social aspect of nodes in the network.

In this chapterwe discussed different solutiossich as centralized, digtuted, hybrid
and sociabased foraiming at revealing insights into the exploiteti of different social
behavior. We drew the attention to congestion control solutions thadand opportunistic
networks. Furthermore we discussed the extensive congestion control solutions using
bio-inspired techniqueshenwe highlighted recent solutions on ASNEparadigmsdue to
lack of resources, emphasizing the impact of congestion cooterd the netwok and
recognizing user behaviofor the design of efficient resource utilization protocols.
Additionally, we also provided the discussiaf existing solutions and figed out the
research in these areas which is wide open. Finally, in the above paragraphedeutartir
work in comparison to the different solution approaches, propost iliterature.The next
chapter of this dissertation addresses the first probkgmch involves reducing the
congestiorrelated losses in ASNETs and avoiding unnecessary reduction of the window at
the transport layer.
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3 TIBIAS: Social Similarityaware TCP with Collision

Avoidance

3.1 Introduction

Advances in wirelessommunication technologies have reinforced the development and
use ofinternetof Things (loT). 10T can be regarded as a global network infrastructure that
employees current evolvirigternetand links physical and virtual objects. This link is achieved
through exploring communication capabilities of various networks. ASiNETbranch of IoT
networks that are based on the social properties or behaviors of users. In most cases,
transmission of application data exchange and social metadata updates crgagtiao in
ASNETSs. In application data exchange, congestion is high due to multimedia data, file
transferring and multiple users communicating at simultaneouss.tinme distributed
environments, every node shares its own profile with neighbor nodesiesdotifind those
ad-hoc nodes that haxgemilar interest, otherwise the nodes serve as a fglag6]. Thaefore,
social metadata creates overhead in ASNETS in addition to the exchange of application data.
Short handshake messages are used for sharing the social profile of each node, which
recognizes the communicating nodes. Optionally, the nodes also exthangd s oci al pr
there has been a change sitlegast contact between the nodes. After a successful handshake,
social networks execute the forwarding algorithm for matchingithes c over ed node 6
proyle to the datademessages carried by the n
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Nodes in ASNETs are connected directly or through a hali based on some social
properties, such as social grapbommunity, centrality, similarity, tie strength and human
mobility pattern3, 183. Fig. 3.1 explains the ASNET model, which uses the social property of
similarity for communicating and finding the nodes of similar interest in the two corties;in
a key feature of real social network as noted by Buscarino [¢i84]. The model consists of
two layers, the virtual social network layer and the physicdladnetwork layer. In a virtual
social network layer, nodes with common inteseste connected by logical lisk The
communication between distant nodes in the physicdloadnetwork layer is according to
message transmission of multiple hopserefore, one hop logical link in the mobile social
network may be composed of several hops in tHeoadhetwork layer. Eaamode manages the
communication of the nodes that have common interest

Let us explain the rationale behind Fig. 3.1 through the following exakMaeategorize
nodes in the network into two Social Commur8i andSG. The nodes i8G (1, 2 and 3) are
sender nodes that want to communicate with receiver n&dz®iver nodes belortg SG
which are 5, 6 and MNodes in the sender and receiver sides have some social interests that
relate to the social network layer. In Fig. 3.1 there are three soeadsta shown in the social
network layer, consisting of Basketball, Tenaisd Football. The single physical node that lies
in adthoc network layer may have one or more social interests. Due to this interest matching
situation, nodes providemaximum adantage or high priority for the same interest. Therefore,
we exploit similar interests based matching for data transfer. Due to the longer distance between
sender and receiver nodes, t8€ sender nodes will uséhe intermediate node 4 for
communicatonWe categorize a nodebds soci al propert
similarity match, less similarity match and no similarity match. A sender node is referred as
maximum similarity match if it has the same social interests with the intermediatelinade.
sender node matches some social interests with an intermediate node, it is referred as less
similarity match. On the other side, if there is no social interest matched with an intermediate
node, then this is called no similarity mat@enerally theintermediate node receives multiple
data from the sender nodes. However, it cannot serve all requests, as there may be insufficient
bandwidth, which often leads to the first congestion limitation. Moreover, congestion loss can
alsooccurduetothesoc@mlr operty of the 6si mdAnamtermediates 6 o f
node prefers not to share maximum bandwidth with those sender nodes that have less or no
social similarities. On the other hand, nodes that have strong matched social similariies with
intermediate node can transfer at a high data rate. Traditional[ T&€3P cannot perform
expeditiously in sch social inteestmatching environmentsecause the setting of traditial
TCP data rate is based BTT. Therefore, we intend to tackle this limitation by adjusting the
data rate to match the social properties between nodes.

-61-



Congestion Control Mechanisms for-Adc Social Networks

The second limitation in ASHITs is packet loss in terms of wireless link error.
Traditionally, whenever the loss occurs, TCP assumes suds thesto congestion. However,
the packetloss in ASNETs may not always be due to congestion. In an attempt to correct this
packet loss, tratonal TCP reduces the size thie congestion windovand further minimizes
the throughput of the whole network. This results in severe setbacks if such an assumption was
incorrectly perceived. As such existing packet loss differentiation techniquestagitable
for ASNETSs. Existing strategies differentiate between congestion and wireless losses through
traditional TCP congestion window, explicit congestion notificatiand RTT policies.
However, ASNEE should differentiate packet loss using congestiandow based on the
social similarity property without breaking etmtend semantic for effective communication.

In order to avoid congestienelated loss and random loss, none of the existing approaches
provide a proper solution simultaneously, espgcial ASNETs. The congestion in ASNETSs
occursdue to the socially inherent limitationstbkintermediate node and multiple users using
multiple applications. In addition, these packet losses affect the performance of the network,
because congestion reddt losses increase unnecessary retransmission and wireless related
losses increase unnecessary reduction of the congestion window.

Our proposed solution in thishaptey namely TIBIAS, avoids the aboweentioned
limitations by providing an efficient soloh to improve the performance of TC®ur targets
are to reduce the congestion related losses and avoid unnecessary reduction of the window at
the transport layer. The transport layer can provide more reliability with-t@edd
connectivity and handle ogestion related losses accurately, since data rate is effectively set on
this layer.The main contributiosof thisdissertatiorare Firstly, a sociallyaware approach, i.e.
TIBIAS, is proposed for avoiding congestion in mobile 0T or mobile ad hoc mieswo
Secondly, TIBIAS is used to differentiate between various types of random packet losses and it
reacts accordingly. Our proposed scheme is a sender side mechanism that circumvents the
congestion loss related to scarce bandwidth using social propertgignilarity) of nodes. In
contrast to existing prasals, TIBIAS avoids congestigslated losses by exploiting the social
interest of intermediate nodes and provides high data rate for maximum matched social
similarity. Also, it provides the least datate to those nodes which have less or no social
similarity with the intermediate nodd-urthermore, the proposed protocol differentiates
between random packet losses to avoid the unnecessary reduction of the congestion window,
consequently enhancinige network QoSn ASNETS.

The rest of thi<hapteris organized as follows. Secti@?2 provides a brief review of
related literature. SectioB.3 presentsan overall detailed structure of our TIBIAS solution.
Section3.4 describes the sociallgware congegin avoidance and differentian module in
detail. Section 3.®xplainsthe bandwidthestimation module and Section 3i&cusses the
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similarity-based bandwidth allocation module of TIBIAS. lecBon 3.7 extensive simulation
resultsarepresented and atyzed followed bysummaryin Section3.8.

3.2 Related Work

In ASNETS nodes interconnect each other directly or through intermediate ones. ASNET
communications are often based on social properties, such as similarity, centrality, social
relationship anccommunity. Rahnama et dl18§ e mphasi zed t hat ARAdapt
Contexto is an i mpor t amltnetokiag systems. Howevdr,Hoe de s
implement this, there is a need for a generic algorithm that can adapt itself to changing social
context of ad hoc networks. Moreover, ASNETSs suffer from manystypsses: 1) multiple
applications run on a single cawtion and hence create congestion, 2) intermediate nodes drop
packes due to less social similarity match between nodes, and 3) wireless link related error.
Besides the scarcity in bandwidth, intermittent connectivity and higéritmtrate also create
problens for ASNETs[20]. The remaining part of this section discusses the emergence of
ASNETSs and the enhancement of TCP in wireless networks.

3.2.1 Ad-hoc Social Networks

ASNET is a new emerging area and an interconnection between social networks and
mobile IoT, where nodes meet on the basis of social characteristics and store social profile or
records in local mobile devices. Recently, some applications that facilitate the mobile nodes to
search common interest nadare available. For instance;3mallTalker[187 provideda
mechanism to find common interest topicsotigh Bloom Filter without establishing a
connection. MobiClique[51] uses profilebased matching, by providing synchronization
between profiles through Facebook API, and connects to a profile s€erey.et al.[188
provided users with the facilitation for interest mamchiising collocation pattern. Moreover,
some researchers are workirggdesign relevant systems that provide connectivity between
nodes using social properties oflaoc nodes, e.g., 189 197. To facilitate object discovery,

Liu et al. [19]] presented sociallgware like systems that depend on -sedinaging P2P
topologywith human tactics for social networks. For sdaée P2P networks, F2PS[192
provideda solution for resource discovery with low maintenance overhead cost. Furthermore,
regarding resource discovery in structured and unstructured P2P systems, there are quite a lot of
related research efforts (e[@93 and[194]). Finding an appropriate route between nodes is a

key challenge for data packet in ASNETSs. Therefore, integrating social behaviors into such
networks makes it easier to establish an appropriate route. For exémepdeithors of105

proposéd to use the social property of nodes to establish a best route. Similarly, the authors in
[104, 195 194 used social properties of nodes to forward the data and reduce the congestion
using social propertieslowever,exploitingsocial properties to set data rate over TCP has not
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yet been explored in the contextABNETS.
3.2.2 TCP-based Wireless Networking

The improvement of TCP for wireless networks has been a crucial research point in the
past few years. A number of researchers have made efforts on addressing packet losses using
various techniques, such as Ramd Early Detection(RED) [85], Explicit Congestion
Notification (ECN) [197], Explicit Transport Error Notificatiorf198 and Explicit Loss
Notification (ELN)[199.

Some new techniques like TEPFERL [200 and Supervised Learninf201] only
distinguisted between the types of packet losses. FCERL measures RTT for estimating the
gueue length of the router and finds out the reason for ldas#iser research works relation
to TCPperformance in wireless networkave been done [202 203 by classifying causes of
packet lossegConversely, TCP Pea¢k04], TCP Peach PIy205, and TCP Westwood204§
have made different modifications in congestion control after bandwidth estimation.
Meanwhile, TCP Jersej207 differentiates between packet losses and handles congestion
control but the drawback of this protocol is that it breaks the concept of TG®-end
semantics. On the other hand, TCP VE2@3 providedthe solution between congestion and
random losses. It provides sender side solution and maintaists-end TCP semantic but in
an environment such as a lightly loaded wireless netwb@® Veno siffers from severe
bandwidth underutilization [209. Another protocol, ESTCR21(Q, provided distinction
between losses and avoids congestion related loss using dynamic AIMD congestion window.
Similarto TCP Jersey, ESTCP also a&CN bit for contraing the congestion related losstan
breaks the concept of TCP semantics.

Despite existing related works with different characteristics, none of them has defined the
allocation of data rate based on social properties of nodes. Carofiglip2tthland Rozhnova
et al.[217] defined the interest rate control in wired networks. Amadeo ¥} also defined
the interest rate control in a Content Centric Network (CCN) basedireless aehoc
networks. However, the strategy of these protocols for controlling data rate is not based on
social properties of nodes. &lallocation of data rate in our scheme is different from CCN and
these techniques are implemented in content centric networks, not for ASNETs. In our
approach, we will improve the performance of existing TCP, using social properties of nodes to
allocate he data rate in ASNETS.

3.3 Structure of TIBIAS

The two objectives of TIBIAS are to attain the full available bandwidth consumption and
to fulfill the requirement of user similarities in terms of sharing the congested bandwidth among
multiple ASNET sendenodes. The detailed description of this process is demonstrated in
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Section3.4. There is no assumption of prior knowledge of the network in TIBIAS, and thus
predicting the available capacity in advance is too complex in the case of ASNETS.

In traditioral TCP, the total available bandwidth is consumed by integrating throughput of
the flow. The objective of our system is to utilize the capacity of a network fully as traditional
TCP; but the data rate is bas@&hfuwmameniant er es
responsibilities of the proposed system are limited to provide bandwidth to low priorgyuser
those usey who have limited match interests withe intermediate node. TIBIAS further
assigs extra bandwidth to higher interest matched users.

TIBIAS does not provide fairness in TCP connections at the sender sidesdzmitan
intermediate node that constraiie sender's congestion window. In F32, we define our
proposed system block diagram. The Sociallsare Congestion Avoidance and Di#fatiation
Module (SCADM) is the first section of our TIBIAS system, where we can get the desired data
rate of a TCP connection after matching useil
Theinput value in SCADM is Similarity Interest Rat®lR») and Bandwidth EstimatioBE&q);
and the desired interest Congestion Windown(d)rateCn is the output oS CADM. SCADM
hastwo subpartsto set tte value of the desired congestion window, Sociallyare Congestion
Avoidance Submodule (SCAS) and Socialgware Differentiation Sulmodule (SDS). SCAS
provides the actual availabBEn after calculating the difference between actual estimated rate
and desire®IRn. Moreover, SDS providesdifferentiation module between losses and reacts
accordingly after re¢eing N duplicate acknowledgment {8lupack). In Sectior8.5 we
provide details about the bandwidth estimation process of our system. SCADM provides an
easy mechanism to utilize the maximum link capacity and to calculate the desired data rate for
different nodes in ASNETs. Although this mechanism achieves the intermediate based

- - — — — — — — — — — —
| -~ ~ Sender Nodes Receiver Nodes
| TIBIAS |
SCADM
| Socially-aware Congestion [~ Cm — Intermediate |
Avoidance and Differentiation <—| Node
Module |
| SIRm >
T SBAM 5 |
| BEn Similarity-based Bandwidth
Allocation Module |
| T X
. BEM ) . BE, |
| Bandwidth Estimation
Module
| x J |
| '—Matched Social Similarities sim(Ix,Iy)J |

Fig. 3.2. TIBIAS Model for Sociahware @mmunications in ASNETs
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similarity-matching goal every TCP connection in the network may not utilize full link
capacity because some flows in the network falls short and due to this teasender willset
the data rate under the desired level. TIBIAS provides a solution for efficient utilization of
available bandwidth by overcoming the abawentioned challenges.

TIBIAS operates witim TCP connections and actual measured rate will be an input to the
Bandwidth Estimation Module (BEM), which shows the estimated value of a net®B#ks
the output of BEM and represents the available bandwidth of a single TCP connedttien in
presence of multiple TCP connectiolBEn is responsible for providg desireddata raten
SCADM and Similaritybased Bandwidth Allocation Module (SBAMjJ;is also responsible
for the actual available capacity of the specific TCP connections.3HEgillustrates the
estimated value of bandwidtBE, and the matched social similaritSim(kly) of an
intermediate node. The SBAM will be described in Se@iéand provides the desir&lR,to
SCADM after estimatingBEn and matched social similarities between nodes. In the next
section, we delve into the details of these TIBIAS conepds

34 Sociallyraware Congestion Avoidance and Differentiation Module

SCADM provides two sumnodules as depicted in Fi8.3, one relates to Socialgware
Congestion Avoidance Strodule (SCAS), while the other is related to Sociallyare
Differentiaion Submodule (SDS). In SCAS, after receiving an acknowledgement, the specific
data rate is assigned based on matched social similarity of an intermediate node. However,
when the sender node receivesibpack, SDS differentiates between losses and tleages
Cm based on similarity rate control. SCADM controls the losses related to congestion and sets
the window value proactively.

As shown in Fig. 3.4, the flowchart of SCADM providedetailed overview of TIBIAS
system. It adopts the idea of sketat and fast recovery from TCP Refl4; slowstart is
helpful for estimating the bandwidth. In a slstart phase, the congestion window is increasing

Socially-aware Congestion
Avoidance and Differrentiation
Module(SCADM)

|
v v

Socially-aware Congestion Socially-aware
Avoidance Sub- Differrentiation Sub-
module(SCAS) module(SDS)

Fig. 3.3.Submodukes of SCADM
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exponentially. After reaching the Slow Start Threshalsti{resh) sociallyaware congestion
avoidance phase starts where increment and deateim ®ngestionwindow is based on
matched interest similarity. Socialgware congestion avoidance phase is different from TCP
Reno because the movement of the congestion window is not iWeaadopt he concept
related to explicit retransmission frohCP Jersey207], but our protocol replaces rate control
procedure if207] and instead utilizes similarity rate control. In explicit retransmission, Jersey
does notivide the congestion windowto halvesand retransmits the loss data explicitly with
arecent congestion window. Similar to TQOBrsey, the adjustment of thengestion window is
based on the similarity rate control after checking the reason of loss. Simiddeitgontrol
procedure is explained the next subsection

SIR» and BEm are the inputs of the SCADM and the output of the syste@mishat
achievestie desired data rate. SCADM takes inBlRy, as a value; estimates the bandwidth of
the entire network to find out the network capacity for a specific TCP connection. SCADM
continuously upgrades the congestion window to achieve thedésierest matchedhta rate.
In the subsequent sections below, we define the steps to achieve the desired match data rate.

3.4.1 Sociallyaware Congestion Avoidance Saimdule

After a slow start phase, congestion avoidance phase begins, which controls congestion
rate. Oumodule provides the last desired interest catedC, after using the fractiofi of the
similarity interest rateSIRy, andthen measures th®8Enw The purpose of our system is to
calculate the value of congestion wind@wvithin a fraction£ of similarity interest rat&SIRy
and sets updated desired interest catad G, accordingly i.eCi/ ((1-£)SIRn,(1+£)SIRy). In
our system, the fraction valu&=0.3 and we assume that the congestion window provides
packets of equal segment size with an integer v@eg;sizeand the minimum value oEn
must be equal or greater than 1. In the slow start phase, congestion window moves
exponentially after reachirgsthreshand then socialkaware congestion avoidance phase also
starts. Heré&eg_sizés the size of sent gment packet and RTT is calculated by average round
trip time of the flow. To calculate the RTT value, we use the TCP timestamp opf@ij.imn
our system, we assume that the congestion windgwses actual available bandwidth rate,
round trip time and per segment size.

C=BE*RT[ISeg_si ze (3.1)

Cb needs to set the value of a window according to the similarity interest rate. The value of
Cois:

C=SI,fRRTTSeg_=si ze (3.2)

Estimated values @En andSIRy provide the accurate value of social similarities to set
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the value oke Cwhich depends on tlee Dby differentiating 8.1) and 8.2):
JHEH=RTIdg _ si ze (3.3)

Before defining the Socialgware Congestion Avoidance Soindule (SCAS)
algorithm, we define the strategy of the system to avorthestion. Most of the time, it is
observed that SCAS enters in a state quickly wiier8IRy. In this situation, the value of the
congestion window needs to be increased, how&yaeaches the desired interest rathe
following steps define how SCASorks to avoid congestion related loss.

Initially, if the congestion windovZ; lies between the fractional value ®#ith desired
similarity interest rat&IRni.e. Ci/ ((1-£)SIRn,(1+£)SIRy), there is no need to make a change.
Hence, assigm=Ci.

Secondly if C>(1+£)SIRn, thenC; decreases for achieving the desired interestGate
The value ofCn should be greater than or equal to 1 when no social similarity matches. In order
to get a decrease @m we use 8.3) as follows.

RTT

= ) £o5 )7, (3.4)
Cni=C, - &&C (3.5)

Equation (3.5) operates repetitively until 18g is less than or equal t8IRn. Here we
defineC, as the previous congestion window and the valugisfequal to 0.5 due to linear
decreasese (orovides the difference between social similari8é’y, originalBEn with respect
to RTT perseg_sizeAfter that SCAS subtracts tlae Cfrom C, and gets the desirdth.

In the final step, iCi<(1-£) SIRy, then we need to increa€a using @.3):

= @D o), 36)

Co=C + max() (3.7)

For adjusting the factor of the congestion window, we multpigby o; the limit ofthe
adjustment factor must be less than asimgle iteration and we adjust the valuetd beequal
to 0.8. The value o€n should be increased by 1, because we want to leave the state where
congestion window is lessah the desired snilarity interest rateThe change in congestion
window shows changes in throughput of the system. Bandwidth estimation and round trip time
create influence on the value of the congestion window. Therefore, it is important to estimate
bandwidth accuratelipr these two parameters.

After SCAS, the system checks the value of Retransmission-OumgRTO); if RTO
expires, it moves into the slestart phase, otherwise it waits for acknowledgment. If it receives
N duplicate acknowledgment {8lupack) thesystemwill move it to SDS which isdescribed in
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thenext section, otherwise it moves againlteSCAS.

3.4.2 Sociallyaware DifferentiatiorSubbmodule

The reason of packet loss in ASNET is not only related to congestion. Wireless related loss
can also be theeason of pcket lossas shown in Fig3.4. To identify the reason of loss after
calculating the social properties of the system, TIBIAS has a mechanism that provides the
sender side with a solution. To identify the cause of loss, existing parametadeiiReTO,

RTT with N-dupack. In this regard, TIBIAS uses thedNpack parameter faletection of loss

TIBIAS detects the reason of loss using the condition bet@eandSIR, after receiving
N-dupack. IfC; O  $,lit Bhows that the loss is because wfirless link error or random loss.

Next to detecting the wireless related Idbgre is aneed to further sort out the conditions. If
Ci/ SIRn, the loss of packets are retransmitted explicitly without addition or reduction in the
congestion window. Howevef C,<SIRn then it is moved in similarity rate control, where it
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needs to modify the data rate to achieve the de€ixgasing @3.7). Meanwhile ifC>SIRy, it

shows the loss related to congestion. Therefore it moves to similarity rate control andneeds t
set desiredCr, using B.5). After assigning the updated valueGg, the similarity rate control

will transfer to explicit retransmission and then move to the recovery phase. After recovery
phase, the data will move into SCAS phase to avoid the congestio

3.5 Bandwidth Estimation

Estimating the Bandwidth ian adhoc environment i complicated process because
every time the environment changes along with its wireless conditions. Therefore, bandwidth
estimation techniqueneed special attention to estte the bandwidth value. In ASNETS,
bandwidth is also amtricate challenge, because lots of bandwitklconsumd due to the
multiple applications running simultaneously on user side. Therefore, bandwidth estimation is
difficult issuefor ASNETS. After estimating the available bandwidth, BEM provides estimated
value to SBAM and SCADM. In SBAMhe purpose of using this bandwidth estimation value
is to assign the specific available bandwidth after matching the social similarities between
nodes, while SEDM uses this actual bandwidth estimation vaBE, to subtract fron5IR,
for achieving theCn,.

In this section we define the lightweight bandwidth estimation algorithm that does not
require a lot of acknowledgment history to estimate the bandwidth.e&ealthat the overall
bandwidth ofthe systemas BEn and to calculate this value waaborate on théollowing
procedure.

S R:CMR T r?lll-i n (38)

SRn defines the minimum sending rate of the data using the previous dvdllab
congestion window with minimum Round Trip TimRT Tmin). Equation 8.8) shows the data
rate being sent within orRTT interval.

To calculate the value dahe sample bandwidth estimatioBEs, the ACK Data is
calculatedn bytesand divided bytime tm. Equation(3.9) shows the sample bandwidth results.
To calculate the value af, in (3.10) our BEM uses th8R, for sending rate and subtradt
from BEn1. After subtractionthe difference value iswltiplied byRTT and divide by SRx.

BE=Ac ba ft,a (3.9)
t= SRBE,* RTIR (3.10)

To calculate the overall bandwidth estimation, BEM definad in the following
procedure.
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o A4C-Ack _Dat a
-ZCﬁ-Ac k _Dat a

B E=0BE,+ (1B E (3.12)

In (3.11), G showsthatthe coefficient of variation at timi, coefficient variation can be
achieved after the subtram of the acknowledgment data frohast congestion window and
addition of last congestion window acknowledgment data. 113.02), BEm shows the overall
bandwidth estimation ahe network using the coefficient variatiah BEn1 is the previous
value ofthe estimated bandwidth and a sdepate of bandwidth estimati@Es.

(3.11)

3.6 Similarity-based Bandwidth Allocation

In Section3.4, the TCP connection at the sender nodes achieves the desired throughput
after matching th&IR, andBExw. Now, we consider the scenario where multiple senders sha
the samethe intermediate node. The aim of our proposed system is to allocate bandwidth
among multiple TCP connections usiagintermediate interest similariyatching scheme.

Our next goal is to provide the full link utilization thfe intermediate ade after matching the
similarities.SIRn is the output of this module aBEm, matched social similaritiesm(l,ly) is

the input of this module. The assignmenSd®y is based on the available bandwidth and social
similarities matched between sended &me intermediate node. The detlmethodology is
defined in the remaining parts of this section.

36.1 Similarity-based Bandwidth Allocation Operation

The flow of connections in TCP depends on the social applications that are only applicable
when a particular bandwidth threshold is set between users having the same interest.
Meanwhile, if no interest similaritis matched between users or low similarittege matched
between users, TCP needs to set the minimum bandwidth requirde: fomimal datarate.

These limitations are required for assigning the allocated bandwidth to each TCP connection.
After assigning a minimum bandwidth, TCP needs to as#ignremaining bandwidth
according to matched similaritieBhe £nder node sets bandwidth assignmmate from lower

to higher priority.

In Section3.4, we have shown that SCADM provides the desired interest data rate for a
single TCP connection. SCAS achistieroughput by setting the sender side window using the
SIRn. We already mentioned in TIBIAS owgew that SBAM uses the value BEn and the
matched social similarities to provi@&R,to SCADM.

BEnmis already measured in Secti®mto provide the similarity based data rate allocation
for theentire system uisg mas multiple connections, sharitiggintermediate node arfiR, is
the similarity interest desired rate ftme m" connection. Once the bandwidth estimation
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module set8Ey, SBAM usesBEnto derive the desired data r&#, per TCP connection.

3.62 Similarity and Bandwidth AllocatiomMeasurement

In this subsectiorwe explain the logic of how to partition the interest rate. To calculate the
interest similaritySim our systen uses similarity formula frof66]. To compute the similarity
bet ween two nodeslkagaywfil esdé, we consi der

z
. kN’“ffsfi thixd y .

z

Si fply, =

In (3.13) z shows the number of concepts in profd@ndthe number otonceps inly is
denoted byf. Sim(k,ly) compares with user defideimilarity threshold 0 ¢ hr eslhlfd O
Sim(k,ly)>threshldthenly is semantically relatewith ly, if Sim(k,ly)=threshldit showsthatlx is
equally relatd to ly and if Sim(k,ly)<threshldit shows thatx has less similarity with,. In our
scenariothe value of sociadimilarities must be greatdran 0, andhe value othreshldis 0.6
as we defined in our simulations.

To calculateSIRn,, we considelC thatis defined in multiple segments to explain the
occupancy of ASNETs. Th&IR, function mentioned below is taken into account and
correspondsa the maximum similarity based data rate at conneationontrolling the
transmission window und®&TT, wherek represents the design parameter, which manages the
dynamic nature ofSIRn» to achieveBEn. Generally, the available bandwidth is distributed
amoryg all active connections wheh connections connect through an intermediatdeal
node. Each communication in our scheme shanesnaatchesthe social similarity part of
BET of the total bandwidth. Using valueless tharBE+/T causes the remainder resces to
be allocated window sized fluctuations basedRTT. If C; is the number of packets from last
conversation then thelR, for communicatiormis represented as:

(3.13)

BE/ T
RTJ

SIRSi hyl, +k* (3.14)

The value ofSimnt(lxly), limits the similarity interest rate and represents the maximum
capacity of sending the similarities at th# connectionSIRnis shown below

SIuRmi ma@ IR ,&i;miyly ) (3.15)

Equation 8.14) shows that similarity can possibly become negative. Under this condition,
the allocation priority of similarities is in descending order, up to the minimal rate of each TCP
connection. Equation3(15) illustrates that eachTCP connection will get the minimum data
rate, according to its matched similarity rate. Maximum matched similarity will assign a high
data rate anthe remaining bandwidth will be assigd according to its social priority. This
section will give the soal similarity rate and compasthe availableC, to SIR.The rext section
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discusses outetaikedresults of simulation and comparison with existing TCP variants.

3.7 Performance Evaluation

The proposed method, TIBIAS, is evaluated through the OPNET sionulaol using
metrics such as throughput, link utilization, and retransmission number of packets. It is also
compared against other existing variants of TCP th@xlsocial environmest

3.7.1 Simulation Setup

The system model in Fig3.5 consists of existing approaches such as ES[X1H,
TCP-CERL [20(], TCP Rend?214], TCP Veno[20§ and TIBIAS. Our main objective is to
investigate whether TIBIAS can perform on link utilization, unnecessary reduction of the
congestion window, throughput and number of retransmissions, when comytreather
protocols. We consider a similarity based bandwidth allocation module for controlling the
congestion and differentiay between losses. SBAM contains several similar interests that
indicate interest based communication d@hd intermediate noddorward data based on
matched similarities. It utilizes semantic based user profile matching that uses queries to find
the similar profile between two ASNET nodds. TIBIAS, node store user social profile
including their interests and hobbies. Furthermyosome data of the profile can be extracted
from the applications being executed on nodes. TIBI8&s ontology tanalyze user profiles
and application data that enablesitiference of relationship and similarity between users and
resources. Therefordt, allows the exchange of heterogenemoegial data without loss of
meaning between varioapplicationsuser profiles of diverse types, agceatly improves the
interoperability between diversmdesand data.

The common parameters in TIBIAS simulatiare demonstrated in Tab81 For the
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implementation and compaon, we us&02.11as the MAC protocolASNETSsinclude objects

such as athoc nodes, attoc gateway, definition of application objects and profile information.

In order to define differentpplications we ustheapplication object. The applications may be

video conferencing and FTP. These applicationsaise used in user profiketo offer the

similarities or similar interests betweenlaoc usersDCF method is usei access the wireless

channel We varied the number GiCP connections betwednand®, and each nodebd
capacity is 50 packets. The physical layer is using Direct Sequence Spread Spectrum (DSSS)
and the transmission power of each node is 0.007 watts with 11 Mbps dhamieldth. Static
environment is used for reducing the involvement of other losses such as wireless channel and
mobility induced losses.

We modifed the basic Reno with the slestart initial value equal to 1 MSS and used
Jersey explicit retransmissiorethod. For matching the interest similarities, different types of
interest are set in the profile configuration system. We ardtiizemultiple TCP variants using
packet loss rate with link utilization (Fig. 3.8(a)) andnecessary reduction of congestion
window (Fig. 3.8(b)), the effect of number of connections on throughput (Fig. 3.9(a)) and
retransmission number of packets (Fig. 3.9(b)), and then we compared throughput based on
propagation delay (Fig. 3.10(a)), bandwidth (Fig. 3.10(b)) and queue size(F0(c)). The
concept if91] is adopted to evaluate the throughput. Additionally we analyze the performance
of TCP variants inhe totalnumber of retramaission packets with packet loss rate and multiple
TCP connections.

3.72 Social Metadata Management Cost
Comparison between two user profiles on the basis of common ontology graph can be the

Tab. 3.1: Simulation Parameters

Simulation Parameters Values Units
Area 250*255 m*m
Data rate 6 Mbps
Transmission power 0.007 Watts
Ad-hoc node buffer 50 KB
Data type FTP -
Maximum delay ack 0.2 S
Duplicate ack threshold 3 -
Duration of simulation 2000 S
Message buffer size 50 Packets
Slowstart initial count 1 MSS
Max RTO 64 S
Min RTO 0.5 S

-74-



Dalian University of Technology Doctoral Dissertation

0.05

@0.04

= 0.03 =

&
S 0.02

@ 0.01

5 40 75 110 145 180 215 250
Number of Profile Attributes

Fig. 3.6. Impact ofProfile AttributesSize onLatency

tool to precompute the pair wise distances in order to obthe result easily for future
computation. It is worth noting that similarity is not a symmetric relation which means that
similarity between A and B might give a different result from similarity between B and A. To
evaluate the cost of social metadatéjally we measure the size of the profile attributes with
delay and then secondly we measure network management overheademthnber of
connections. We udeur similarity threshold, 0.2, 0.4, 0.6 and 0.8 to evaluate the ontological
similarity.

In the scalability of the profile matching algorithm, we measure thertte¢o compute
the similarity between profiles with increased number of properties. The data is collected from a
population of users of our ASNET model. The number of interests pedsag&ach user was
varied and then required latency was measured to conduct comparison between profiles of
different sizes. Fig3.6 demonstrates that as a number of property increases, the latency does
not show much change, which proves a profile matchilgorithm scalable in terms of the
profile size.

In this chapter, the mean of overhead relates to the number of times a social metadata has
to be exchanged for the maeagent of the netw& when new connections occldhe system
finds interested nodes arglarts matching functionalityThe maximum interest matching
function provides the extra bandwidth to the sender nodes. Likewisepahdwidth
consumption and averageldy will increase if all profile attributes are used in matching
functions. Therefore, it is interesting to understand how many times overhead cost take place
per efficient management of a social metadata, and which threshold is the nogesttelfig.
3.7 depicts the management overhead per threshold and the number of connections. The most
efficient threshold strategy and the reference case is théireghld 0.6. In this strategy,
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matching attributes are not too much and create average overheadetwitid. Here we can

see that a social metadata management overhead cost is less thai? G@tda@" node. The
management overhead measures the update times of the so@dhtaevithin the given
period. As compared to the exantatching, multifold ha more relevant friends that were
identified by ontologybased similarity matching technique. This concept uses semantic level
rather than the syntax level to measure the simild66}. Therefore, two profiles can be
semantically related despite being literally different. However, an increase in the number of the
results can also be observed when the similarity threshold decreasdscadses a network
overhead. With this true relationship, the number of connections can also increase the network
overhead and create difficulty to manage the network. Therefore, TIBIAS users construct an
ASNET with an average threshold value 0.6 to redbeenetwork management and overhead
cost.

3.73 Simulation Results and Analysis

We consider thegrformance of multiple variants in the presence of congestion loss and
random loss, and further examine the performance according to multiple metrics for the
evaluation of TIBIAS. Fig.3.8(a) demonstrates the trend line between percentage of link
utilization and packet loss rate. The wireles$ad link between nodes has a propagation delay
of 50mswith a bandwidth of 6 Mbps. The range of packet loss is betweéari®1. From
Fig.3.8(a), it can be seen that the increase in packet loss rate legatsdase in the percentage
of link utilization. Additionally, our proposed scheme outperforms in general the other
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Fig. 3.7. Network Management Overhead vs. Number of Connections while Meas
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approaches by achieving better link utilization.

Fig. 3.8(b) demonstrates the relationship between unnecessary reduction of congestion
window and the rate of packet loss. The rate of packet loss varies from 5% to 10%. In general,
the increase in packet loss also increases the unnecessary reduction of the congestion window
packets. TCP Reno reduction rate is higher than all other variantssbeitadrReno, the
consideration of every loss is due to congestion. The unnecessary reduction limit in TIBIAS is
almost similar with ESTCP when loss rate increases but the performance of TIBIAS is better
t han ESTCP and all ot heyreducton of paoketss 14 afl0%BIbs8 S 6 s
rate; however, other variants, such as ESTCP, TCP CERL, TCP Veno and TCP Reno have 17,
19, 20 and 23 unnecessaegluctionf packets respectively.

Fig. 3.9(a) illustrates the throughput of TCP with multiple TCP connections. The results
show that by increasing the number of connections, data throughput is decreased. The TCP
comections with 3% random loss, 26 Mbps bandwidth, anch§@elay rate. Our proposed
scheme has an overall better throughput in multiple TCP connections whereas existing
approaches show drastic changes in throughput. The performance of TIB1&®isigher
thanTCP-CERL, 14.5% higher thaieSTCPand 94% higher than TCP Reno.

Fig. 3.9(b) illustrates the dependency between TCP connections and retransmission
number of packets. The TCP connections vary from 6 to 20 and the range of retransmission
depends on theumber of TCP connections. Multiple connections to the same intermediate
node increase the number of retransmission packets because the chance of loss also increases.
Our protocol performs better than all other existing TCP variants and executes lower
retransmission. The performance of TIBIAS is higher due to its proactive congestion control
methodology and assigns data rates based on social similarities between the nodes after
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estimating the bandwidth. TIBIAS retransmits a total 16 packets when the nufmb€Po
connections is 20.

Fig. 3.10(a) demonstrates the performarmfemultiple TCP variants in terms of data
throughput with respect to propagation delay of lifflkee wireless adhoc link between nodes
has a loss rate of 2% with a bandwidth of 6 Mbps. flepagation delays vary from 50 to 150
(ms. It is evident from Fig. 3.10(a) that the increase in ddksgreases the size of congestion
window, which reduces throughput. Overall, our proposed scheme performs more efficiently;
the throughput is increasadhen compared to the other existing approaches. TIBIAS utilizes its
delay advantage after verifying the accurate reasons for loss. When TIBIAS receiupacdk,
it determines the desired interest rate valuewifidis less than the desired rate, it sfiesi
different categories of loss consisting of wireless related loss. After detecting the reason of
wireless relatetbss, congestion window needs to be increased, inceasdhas less value than
the desired rate. Our proposed scheme provides maximouogtiput because it offers 28%
improvement over TCP Reno, 25% improvement over TCP Veno, and delivers 16.3%
improvement over ESTCP at propagation delay ofrhS0

Fig. 3.10(b) shows throughput with respect to bandwidth. The packet loss rate is 3% and
the delay between dibc nodes is 5éns The bandwidth changes from 10 to 40 Mbps. The
increase in throughput is noticed mcieasing the bandwidth in our conducted analysis. The
performance of the proposed scheme is better than existing schemes. TCP Reno and TCP Veno
do not perform efficiently as utilization of bandwidth is less than all other protocols.

Fig. 3.10(c) depictshe change of throughput with the size of queue. The size of queue is
generally proportional to throughput. As the size of queue increases, it also intensifies the rate
of throughput. The size of queue ranges from 40 KB to 80 KB. TIBIAS covers this udilizdt
gueue after estimating the bandwidth of the network, setting the rate of data according to
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available bandwidth, and matching desired interest rate. The performance of TIBIAS as
compared to ESTCP is 5.3% higher and 23% higher than TCP Reno. TCBNeG&RL both

achieve 14.3 Mbps at 80 KB size of queue.

3.8 Summary

This chapterproposedan innovative resource allocation technig{ealled TIBIAS) for

ASNETSs, where nodes communicate with each other based on social properties. TIBIAS is
totally based othetransport layercontrols congestion related losses and detects the reason for
aloss after receiving the-dupack. TIBIAS contls the congestion based on sogiaperties

after estimating the bandwidth of ASNET nodes. Using social properties, TIBIAS dldepts
similarity property where there is an interbsised match between nodes, and then based on

matched interest results,BIAS sets the data rate for congestion confféBIAS can easily
detect the losses from ASNEdsdp r ovi des

simpl e

sender

S i

performance with existing TCP varianThe simulation results show that TIBIAS avoals

unnecessy reduction in the congestion window after receiving theugack. Hence, TIBIAS

provides maximum throughput and efficient utilization of link in high error rate.
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4 BPD: Bio-inspired Packet Droppindor Ad-hoc Social
Networks

4.1 Introduction

Developmets in Mobile Adhoc Networks (MANETS) and social networks create a new
research dimension called ASNE[% 215. ASNETs explore social properties of nodes in
ad-hoc networks to facilitate data communication, such as centrality, similarity, social graph,
community, tie strength and human mobility pattern of n¢a&€. Nonetheless, utilization of
multiple social applications creates congestion in the network, which degrades the performance
of networking services dramatically. To overcome congestion related losses, two types of
approaches are generally usedCapgestion ContrglCC) and 2)Congestion Avdance(CA).

CC is a reactive approach which works after congestion occurrence in the network. The second
scheme CA works in a proactive manner, which handles congestion related losses before
congestion occurs. The CA scheme helps to avoid congestioadréteses and saves the
prioritized data packets.

To solve congestion through CA approach, Hd. illustrates our scenario and the
significance of social popularity when designimad\SNETs model. Since ASNEJ provide
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Fig. 4.1. Closeness Centrality and Similaritiestivts for ASNET Social
Communities (S€and SG)
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direct communication between tworgtected nodes, ASNETseintermediate nodes to relay
data packets when senders and receivers are out of[ZfjeMoreover,social communities
formed byexisting social relationships can provide communication via multiple neighbor
nodeq9]. For example, Figd.1 shows two Social CommunitieSG andSG). Nodes (1, 2,
and 3) inSG communicate with nodes (4, 5, and 6)36> throughan intermediate node 7
which covers botl8G andSG. Every node irSCexploits social features for communication
that is the inherit property of ASNETs. To define the popularity levels of nodes4 Eig.
demonstrates three categories cajpepular, lessand nonpopular nodes.Furthermore, the
assignment of popularity level is based imilarity and closeness centralityin the figure,
node 2 is callepopularnode because it has the highastilarity match with the intermediate
node and highestloseness centralitpetween seder and receiver. Node 1 is callbxbs
populardue to the lessimilarity match withanintermediate node andoseness centralitig
less between sender and receiver. In addition, noden8ripopular because therare no
similarity andcloseness cerdlity matches between sender and receiver.

Notably in ASNETS, congestion problems become particularly acute under the usage of
multiple social applications, which is a default standard in social networks. Multiple social
applications that use scarce baidiv resources from wireless networks will create
congestion in both intermediate node and the whole network. The major cause is that most of
the operations are based on two encountered
occur in a situation whereath traffic is not welscheduled othe intermediate node belongs
to more than one community. Proper scheduling methods provide efficient results to resolve
congestion issues in networks. However, in ASNETSs traditional scheduling methods do not
provide eficient results in terms of QoS and overhead cost. Therefore, to overcome
scheduling problems, the consideration of social properties provide high advantages in
minimum QoS with less overhead c¢21L8. Moreover, another reason for congestioram
intermediate node 7 is the unavailability of receivers due to node mobility. Therefore, in order
to avoid congestion related losses in ASNETS, an accAfké policy is required219. The
systemic constraints, such as poor link utilization and data pdc&ptrates in networks,
result in delay queuing processes witie increment ofthe congested intermediate node.
However, to solve the issue, some conflicts arise. In trying to reduce queuing delay, the size
of the buffer should be reduced, whereas ide&o low utilization of link at the same time,
resulting in a high packet loss rate. In order to have an efficient queue management, accurate
detection and dropping of targeted data packets are necessary because queue management
strongly depends on dromg policies.

Additionally, due to social behaviors of nodes in ASNET environments, dropping
probabilities also depend on social properties of nodes. Primarily, there are multiple AQM
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schemes available to identify prioritization of data packets for dropf22222. The
nonprioritized data packets are dropped in an intermediate node due &waddability of the

next node and resource constraint characterisfiecedes. Data packet dropping is broadly
used to overcome issues present in the intermediate node and it provides availability of
prioritized data packets. However, every data packet droppiag imtermediate node is a

kind of resource consumption. Acdang to the concept of ASNET, dropped data packets
may have higher priority or be popular in the network. Therefore, we must decide what data
packets to drop and how to gain high data availability, while existing data packet dropping
techniques do not fulf the requirement for designing ASNET. To solve this issue, there is
the need to redesign MANET dropping policies using the social popularities of nodes.
Considerably, the data packets of popular nodes in the network are highly prioritized and
adjustmentof dropping probability also depends on it. To find out the most prominent and
important nodes in social networks, socpboperties of nodes consisting ofoseness
centralityandsimilarity are highly advantageo(i$05.

Some existing techniquefl42 150 also provide a natural solution to avoid
congestiorrelated losses. These techniques use Lutikéerra competition model anblird
flocking model to control the congestion. Nevertheless, in the case of earlier detection or
congestion avoidance, thesemspired techniques were not helpful. Therefore, we select an
Immune System (IS) detection mechanism that has the abilitytéztdearlier congestion
using discrimination between self and remifantigens[223. Moreover, after detection of
congestion fronthe intermediate nodesome data packets are dropped from the queue based
on the sociallyaware popularityof nodes. Our procedure of social popular sender node
selection is inspired from the simpledll stimulus selection procedure of[[R25.

In this chapter,we propose a Binspired Packet Dropping algorithm (BPD) for
ASNETS that involves an efficient socialywvare data dropping policy. The dropping policy
is ectivated after detecting congestionan intermediate node, which is based on IS. The IS
based detection policy compares the average queue length (epitopes) with queue capacity
(receptor). After detection, the IS baseadl stimulation policy is used teelect the most
popular sender node. For calculation of social popularity, we use common social properties
(closeness centralitgndsimilarities). Closeness centrality is defined as the closeness between
the intermediateand receiver nodes and is helpimlreducing the congestion. In BPD, we
utilize closeness centrality because a high degretséness centralitynplies less stay time
of data packets in an intermediate nd8imilarity is defined as the level of interest matching
between two nodes ia network. Consequently, in BPD, we imynilarity to ensure that
social nodes with common feature/characteristics communicate with each other. This is
because, in a social network, communication between nodes that hawtilghity levels is
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more adwantageous. The popularity level of a sender node is helpful in determining the
probability of dropping a data packet. Additionally, performance evaluation results verify the
efficiency of our proposed method. The main contribution of this work is to mdSidhased

data dropping policies ianintermediate node foOASNETS. By utilizingcloseness centrality

and similarity for sender node selectioour design and evaluation of BPD illustrates an
innovative improvement in data dropping through the provigibrfairness in terms of
prioritization.

The rest of thechapteris organized as follows: Related work is discussed in the next
section. Sectiod.3describes the relationship between IS and ASNETS. In Set#pdesign
challenges and details of the pospd methodology are discuss&ction4.5 presents the
setting of simulation parameters and Sectid@discusses the performance evaluation results.
Finally, we conclude thehapterand discusthefuture directiosin Sectiord4.7.

4.2 Related Work

ASNETS provide a social property based communication in networks that gives advantage
for the research community. Detailed discussions of mobile and wireless technologies are
available in[224 that use social properties for communication. Due to multiple social
applications, sender nodes create congestion in the intermediate node. To solve the congestion
and reliability disptes in data packets, stable routing algorithm is a preferable sol@fén
Apart from routing methods, dropping methods also solve congestion issues in intermediate
nodes and provide availability of popular data packets. However, the data packets of a popular
node cannot be available whilsing traditional dropping policy because it may have more
demandinglata packets for ASNET nodés.this section, we discuss existing literature related
to data dropping policies in opportunistic networks and traditional wireless@detworks.

4.2.1 Dropping Polices in Intermittent Networks

Delay tolerant networks use sociallyare techniques for sharing files and data among
nodeg 226. With the increment of social applications, congestion becomascalcproblem
in the network.To overcome the node congestion, some specific data packets must be
dropped at the congested nod&ome existing dropping techniques are based on social
properties that are available only for delay tolerant networks and opportunistic nef2&rks
but notsuitable for ASNETs. The detection of congestion in ASNETS is easier than that in
opportunistic networks, due to etmend connectivity. ASNEJ controlcongestion based on
available data packet drop information through acknowledgment, while opportaeistiarks
solve congestion issues through available information from a local node. The reduction of
congestion in delay tolerant networks can be provided with proper management of buffer space.
Therefore,Jain et al.[227] presented fuzzy based management of bufbercbngestion
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reduction. Their proposed scheme uses spray and waits routing protocol for congestion
avoidance in a node and achieves reduction in overhead with increased delivery ratio. Some
researchers have proposed packet dropping schemes which avoidtioangesodes.For
example,Daowenet al.[22§ proposed three states, Normal State (NS), Congestion Adjacent
State (CAS) and Congestion State (CS). In NS, storage capacity is normal. If NS exceeds a
defined thresbld, the network is near to congestion, assigned as CAS. However, if the
occupancy of storage constantly increases Wwi
time intervals, this state turns to CS. When nodes contact each other, they broadcateeach
to all opportunistic contact neighbors. The above three states are helpful in selecting
non-congested nodes to avoid congestion.

The strategies if118 119 provided simple policies to determine which message should
be dropped, such as LEPR (drop last probable first), FIFO (First In First Out), MOFO (drop
most forwarded first), MOPR (drop mosttaable forwarded first) and SHLI (drop shortest
lifetime first). The two parameters, delivery delay and ratio, are set to compare the performance
and evaluation. To classify several drop probabilit®sirefors et al[120 proposed a dat
centric opportunistic network based on pub/sub model. The method of classification depends on
two degrees; interest and replication. Interest based techniques have two methods of dropping
packets; (i) dropping the data objects that the least nodedenesited in and (ii) dropping the
data objects that the most nodes are interested in. The degree of replication has three sub parts
for dropping data. It drops data objects only when maximum copies are available at a node then
most forwarded and least foanded are the other remaining strategies to drop the data objects.

When storage buffer is full and new additional data packets required to buffer. Average
Forwarding Number based on Epidemic Rout{A§fNER) [121] provided a dropping policy
for opportunistic networks. If the forwarding number is greater than the average forwarding
number, the node drops the message from bWKigfia et al.[117] proposed an optimal buffer
management drop policy strateghheir proposed algorithm sased on two variants, Global
Knowledge Based Scheduling and Drop (GBSD) and History Based Scheduling and Drop
(HBSD). GBSD provides message utilifigea utilizing global information of the network. Two
functions are used to calculate message utility, message dropping and forwarding schedule. In
message dropping policy, when buffer storage capacity is overloaded, the node will drop the
message with themallest message utility. In the case of message scheduling, priority depends
on contact time of nodes and each node uses descending order of utility to replicate and forward
the messageKrifa et al. [117] showed that GBSD is sometimes difficult in a real time
environment, so, their next approach is to satisfy this condition by using HBSD, which is a
distributed and local algorithm used to calculate messagg.UiBSD is similar to GBSD but
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its approach uses local information. However, all these existing techniques are only available in
disconnected networks and are difficult to implement interehd connected networks.

4.2.2 AQM-based Dropping Schemes im@hected Networks

This subsection discusses some existing dropping polices in connected networks. Queue
management in mobile environments is differentrfrthat in static environment§ AQM
[229, the easiest way tmmanage the queue is to adopt scheduling and dropping polices.
Scheduling policies are helpful for controlling the congestion after selecting the data packets
that need to be proceeded neRarroppo et al[23(Q providad efficient scheduler called
RA-WF?Q+ in WiIMAX system. In additiondropping policies are used when the size of an
arriving data packet is larger than that of remaining space. darage the queue, this paper
considers the drop policies of networks. The two most common approachesparailcand
RED policies [23]]. In the drop tail queue, FIFO methodology is used for storing and
forwarding the data packets. The drop tail approach daaia packets when the queue
becomes full. In this process, no early detection methodology is available to avoid data packets
dropping. However, this policy has some disadvantages; such as if multiple nodes send data
packet s t hr ou g hnoda with highgdeed, mamy packetswilbbe drdpged. To
avoid this issue, RED provides earlier detection of congestion and drops packets before
congestion occurs. RED provides fairness as compared to drop tail policy that improves
efficiency and reduces dfio-end delay. Nevertheless, some drawbacks also exist in terms of
throughput and utilization of the queue.

The RED based scheme was developed for wired networks, so it is difficult to implement
in adhoc network Xu et al.[9] illustrated that the RED schee does not provide efficient
results when implemented in a single wireless node queue. For this pufpose al. [9]
provided Neighborhood Random Early Detection (NRED) schémned-hoc network. NRED
is an extension of the original RED scheme. It setarpaters of dropping probabilities based
on channel bandwidth usage of flows and provides fairness in TCP via early detection of
congestion. NRED is applicable in distributed neighborhood queues and it enhances network
layer performances without modificati at MAC layer. However, NRED also has some
deficiencies, for example, when neighbor nodes are not in transmission range, it cannot provide
sequential feedback to TCP, due to less management in channel surveillance. Thdnefpre,
et al.[232 proposed a Wireless Probabilistic Drop (WPD) scheme for wireless networks. WPD
offers a new methodology to deliver fairness in TCP angliges a distributed queue solution
without modification in TCP and 802.11 DCF. WPD gives an option of choosing resolution
state for data dropping or choosing signaling state for aggressively entering more data packets
into a channel. Both states dependtba channel occupancy level of the node. To solve
congestion problem and provide reliability to Voice oWsernetProtocol (VolP) service
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AlvarezFlores et al. [233 designed a selected packet dropping algorithm for queue
maragement policies called DrépwD. The proposed algorithm performs efficiently after
dropping lowest quality packets without disturbing the TCP and User Datagram Protocol
(UDP) traffic. In[234], Patelet alproposed a strategically RED scheme for MANET, to reduce
the queuing delay and improve throughput by adjusting queue parameters based on current
gueue length. A new AQM based proactive scheme for MANET namedVAN [72]
improveal the data packet loss ratio and deliver packets efficiently. Furthermore, the detail
analysis of wireless aldoc network through simulation issdussed irf239 that considered
orientation based internodesd communication
The above described existing schermlielsnot consider socigroperties for avoidance in
congestion. Furthermore, estimationdodpping probability does not take social popularity of
nodes into accounSome naturaihspired solutions can be used to overcome the complexity
of congestion control algorithm in a system and improve the efficient detection of congestion.
AlShawi et al.[236 presented a natuiaspired solution which uses an artificial bee colony
method for efficient routing and reduction in congestion.

4.3 Immune System and Adoc Social Networks

To study the existing natuiaspired techniques iWSNs the work in[237] presents a
detailed analysis. These natumspired techniques give high avage in dynamic, resource
scarce and large scale environment. In order to provide solution in ASNETs we use IS based
natureinspired scheme that perform efficiently in dynamic environment for detection and
selection method. Therefore, in this sectionbsiefly discuss IS and then compare it with our
ASNET dropping scheme.

4.3.1 Immune System

The human IS, as a complex natural defense mechanism, is mainly to protect the body
from pathogens of several different types, i.e. viruses, parasites and batterapathogens
enter the body, IS learns about their properties and produces antibodies in response to
pathogen attack associated antig¢h25. The IS is composed of different innate and
acquired immune cells that interact and eliminate the potential threats to protect the body
[223. Skin andmucous membranes of digestive, expiratory and reproductive tracts are the
first line of defense that prevents pathogens from entering the body. The second line of
defense is the innate IS which is responsible for protecting the body from worms, common
backria and some viruses. This line of defense signals the presence of damageehsself
and activates the adaptive IS. In order to protect the body, adaptive IS learns about properties
of invaders and tunes its detection mechanisms to make the perforipattee This
improvement in the detection mechanism provides an effective protection against viruses.
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Learning about invaders properties enables IS to have more efficient and fast detections in
future. Macrophage cells complement proteins and naturat k#llls constitute innate IS. The
bacteria attract big cells like macrophages to overpower them through phagocytosis; however
some common bacteria are destroyed by complement proteins. Whenever there is an invasion
of pathogens, other immune cells getnsig from both macrophages and complement
proteins.

Two main types of lymphocyte cells;d&lls and Fcells, constitute adaptive IS. Both of
these cells are covered with antibodies, which are proteins capable to chemically bind with
non-selfantigens.Mearwhile, antigens are proteins which cover the surface of self and
nonselfcells. The chemical binding between these two proteins are based on their
threedimensional chemical structure complementarities. If they chemically bind, they are
supposed to be cogte as these complementarities are not necessarily exact because an
antibody may have several different cognate antigens.-o&lBbecomes stimulated at the
times of its binding to an antigen. The stimulation level of@eB is not only dependent on
thesuccess of the match to the antigen, but also on the quality of the match with-otikr B
in the immune networks. The stimulatedc8lls secrete the antibody, as a response to the
antigen, to eliminate the antigen. During immune response|l3 alsoaffect B-cells as the
helper TFcells activates Bells when there is an antigen invasion.

An Artificial Immune System (AIS) model consisting of a set otdlls and links
between them was proposed #8824(. A single data item is represented by-adll object,
which is being used for learning. In this model, when-eeB is stimulated by a specific
antigen data item, it is capable of responding to that emtgpecified by a data item. The
level of B-cell stimulation, in natural IS, is related to the strength of binding between its
antibody and antigen and its affinity (or enmity) to its neighbors in the network. According to
[125, B-cell stimulation is modeled in terms of three influences. First stimulus is the affinity
between Bcell and pathogen, i.e. quality of their match. The second stimullas &ffinity of
B-cells to its neighbors. The third stimulus of thisc@l is the suppression factor from its
loosely connected neighbors.

Only one type of antibody covers onecBll, however there may be different antibodies
covering two Bcells. A heahy human creates about 1 billion freskc@ls daily and a large
number of antibodies at the same time. The answer to the question of diversity of antibodies
created and reason of -amigensilidio the pracéss ahcreatmg t ¢ h i
B-cells. Rearrangement of genes in immatureeBs creates Bells from stem cells in a bone
marrow. According to their definition, stem cells are generic cells from which all immune
cells derive. Diversity of Rells is provided by rearrangement of genes.him irocess of
B-cell creation, if there is a match betweercd| antibodies and any sedhtigen present in
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the bone marrow, the cell dies. Thereforecdlls must survive this negative selection before
leaving the bone marrow. Surviving cells have thedémcy to be selolerant. No
selfantigens are present in the bone marrow seelB are not fully selfolerant. TFcells
provide selftolerance which is created in the same way a=IB in the organ behind the
breastbone (the thymus).

The reason Tdls are seHtolerant is that during negative selection in thymus, almost all
selfantigens are presented to these cells. After the matching of sarek @htibodies with
antigens of a pathogen or se#ll (signal 1b) the antigens are processed andezsen the
B-cell surface. MajoHistocompatibilityComplex (MHC) molecules are used for this
purpose. The binding of-Gell antibodies to these antigens and the activation of tbellT
(due to some additional control signal) is verified and confirmeddnding a signal from
T-cell to B-cell (signal 2b). The process of producing new B cells, called clonal selection,
which will be able to match the pathogen bet
absence, the detected antigens are probséliyantigens tolerant to the T cells. In this
situation, the Bcell, along with its selfeactive antibodies, will die.

4.3.2 Immune Systenbased Dropping Policy in ASNETs

In comparison to IS in the body, the dropping schemes in ASNETSs are sometierendif
However in ASNETS, when a task needs to be completed, there exists a lot of analogies with IS.
For example, when body IS detects a pathogen, sofroell8 are stimulated to release
antibodies in different densities to eradicate the antigens that@taced by the pathogens.
Similarly, when a dropping scheme in ASNET detects a congested source;hbe rmade is
activated to set the queue thresholds in a different density for set the drop probability of data
packets.

In ASNET, the buffer size ofvery node is limited; therefore it is easy for nodes to be
Tab. 4.1:Comparison of Immune System and-Adc Social Network

Body-Immune System ASNET- Bio inspired Packet Dropping System
B-cell Ad-hoc node

Pathogen Congested / intermediate source
Antibody Queuethreshold
Epitopes Average Queue Length
Receptor Queue capacity
Antigen Data packets

Negative selection Congestion avoidance phase

Self antigen Non-congested data packet
Non-self antigen Congested data packet
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congested. Additionally, congestion also occurs when drachode is used as an intermediate

node between two social communities. In such a case, the intermedtade adde becomes
congested ore easily because multiple senders and receivers use it as an intermediate node.
This congestion can create unnecessary loss of data packets some data packets with higher
priorities in social aspect may also be discarded. Therefore, before the occaf@mgestion

in ASNET there is the need to detect and only drop data packets with lower social level.

To avoid the prioritized node packet loss due to congestion, BPD adopts the queue length
congestion detection from an IS[@23. The immune based congestion detection is helpful in
avoiding congestion before occurrence. When congestion is dete@rtiermediate node,

BPD drops data packets @sls or nospopular nodes. For setting the drop probability, BPD
adopts the sender node selection idea frb2%]. In the next section, we explam detail how
IS works with our BPD algorithm.

4.4 Bio-inspired Packet Dpping

We now present BPD, a scalable robust storage strategy of popular data among
heterogeneous nodes in decentralized ASNETs. In this section, we initially explain the
challengs of BPD, and then introduce our congestion detection technique. After congestion
detection, BPD calculates the drop probability determined by popularity of nodes. Finally, we
describes how IS and BPD work together to enhance fairness of data packdtin A&les.

4.4.1 Design Challenges

The primary challenge of BPD is to ensure that the availability of data packets in the
intermediate node is achieved from a popular sender node. Our approach relies on intermediate
nodes to forward data packets. Therefaelection of nodes that have less social relationships
with other nodes is of much importance.

To leverage resource of participating nodes, BPD must cope with significantly different
characteristics of ASNET nodes. Alongside diverse hardware configusathe online time
pattern of ASNET nodes can differ substantially from each other. ASNET nodes are dynamic
and they run multiple applications with | i mi
Therefore, BPD must use the resources of each ndideefly to store data packets. In an
exhausted state, a congested node (intermediate) must be able to decide which data packet to
keep, and the sender data packets with high popularity are the most preferred in the ASNETSs.

Finally, BPD must have severaty features: 1) it must be scalable and easily deployable
in largescale. Moreover, it must provide quick convergence to a stable system state even when
a large number of ASNET nodes join the network, and 2) it must be robust even if node
capabilities opopularity levels are weak. Additionally, it must provide fairness between nodes
according to the strength of interests and availability.
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Fig. 4.2. BPD Model for Sociallyaware Comm.u.riéations in ASNET

4.4.2 Immunebased Congestion Detection

In order to address the congestion detectioanitermediate node and ckBcation
problem, we imitate 1S of body and propose BPD for ASNET. The comparison between IS and
BPD is summarized in Tabk.1, which illustrates our scheme adaptation as follows: 1) we
consider each adoc node as a-Bell, 2) we consider the queue eajty as the receptor which
is provided by the cells, and 3) we consider the average queue kvgts theepitopes.
Further, Fig4.2 illustrates the working of BPD with IS.

In BPD, the detection methodology of congestiotheintermediate node is bad on the
reaction mechanism of lymphocytells. The Bcell and antibodies combinations are helpful to
detect the congestion easily. BPD is similar to IS that detects congestlmimtermediate
node in the distributed environment of ASNETSs. The balrawf nodes in BPD are dynamic
and each node has a local congestion detection mechanism. In IS, variable receptors are placed
on the surface of lymphocytes that is helpful for detection. The receptors of lymphocytes bind
to epitopes on pathogens. The clehstructure and charge is helpful for binding them and
detecting the pathogen related antigens. The
increases the probability of the bind occurrence. In BPD, the receptors and epitopes are related
to thelength of the queue and the binding of chemical structure is related to the approximated
gueue length matching. Moreover, each detector node is linked with thresholds of link capacity
that represent the antibodies of a node.

The calculation of epitopes depends ondbeuedAvg Therefore, we select a channel
utilization methodology to estimate size of the queue, because it is easier and provides more
accurate redts in ASNETSs. The relationship between channel utilization and length of both
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outgoing and incoming queues are directly proportional to each other. Whenever both outgoing
and incoming queues are busy, the utilization of the channel shows similar busiobeha
Ad-hoc nodes have five different radio levels that are calculated in aspect of time and ratio: 1)
Time of transmitting ratioT), 2) Time of receiving ratiol{r), 3) Time of virtual carrier sense

(Tvey), 4) Time of carrier sens@d), and 5) Timeof idle (Tiaie). TheTy and Ty levels show the
involvement of a current node with the total channel utilization in its neighborhoodl.&he
andTcsshow the involvement of the node neighbors with the channel utilization. The last level
Tiale Shows arempty queue, which looks very optimistic in nature.

The above radio levels can be estimated through three different channel utilization ratios:
Channel utilization total ratioQhwotar), transmission ratioGhy) and receiver ratioGh:). To
calculate diferent fiveradio levels in each time perio@, an intermediate adoc node
measures the channel condition constantly. The following three utilization ratios are explained:

8'Q S (4.1)

The last timeperiod of all fiveradio levels spent at each tirperiod is denoted b¥iast,
€.0.Tiast= Tir + Trr + Tucs+ Tes+ Tidle. Chiota €Xplains the total queue length of ankaxt node.

Q. — (4.2)
§Q — (4.3)

Chy andChy show the outgoing and incoming queue sizarofntermediate adloc node
respectively. In RED algorithnvqis based on data packet queue length, so here we need to
convert channel utilization into data packet queue length. To perform this task, BPD uses a
Bandwidth channelBw) parameter irbps and size of Average packeff) in bits. Chy is
converted into Queue lengt@lj using @.4).

~ z

0 a

(4.4)

The size oApis a constant. To conveZhy andChta INto queue length, we also uged|
and achiev&li andQliotal aS an output. After conversion, we can easily apply the melbgy
to the original RED scheme. To calculate tlueuedAvgwe use:

bOUROUVAHAP W O&® (4.5)
Initially the value ofAvqis denoted by 0. Using4@) QI is computed andbq is also
calailated in terms of the link bandwidth ile, =1- exp ¢1/1). Herel shows link capacity.

Similarly, we can also calculafe/gr andAvgota UsingQlir andQlotal.
The activation of lymphocytes depends on the affinity of binding between receptors and
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epitopes. After binding and finding neselfantigen IS activates the lymphocytes and
eradicates the antigens that are associated with the pathogen. The activation of lymphocytes
occurs when chemical binding of epitopes and receptor increases to a cegthinlth Similar

to IS, BPD also compares tlieq (epitopes) with queue capacity (receptor) and activates the
dropping method wheAvg exceeds a defined threshold. When node buffer near to full, BPD
sets higher dropping probability of those data packeds dhe creating congestion in the
network, called congested data packets {selhantigen). Furthermore, these congested
packets have less or ngncial popularity level. Therefore, in BPD we denote antibodies as the
trace of threshold values in a queaadth. The nodes in our system calculate their thresholds
based on their link capacity. A threshold usually consists of a series of conditions, such as
non-congested or minimum thresholdify,) and congested or maximum threshatobgn),
collected at spefic intervals of the capacity of the link. To utilize the capacity of link
efficiently and distribute traffic fairlyminn must adjust in a resourceful way. Therefore, for
maximum utilization of link and fair distribution of traffic, we adopt a concepifA-RIO

[241] and calculateninn= max (d*|/2, 5). Heretd shows the target delay ahdlustrates the
capacity of link in packets per second. Calculatiomak, depends on the maximum average
delay in queue. Fanax, we multiply miny with 3, that ismax, = minn, *3.

BPD activates the decmi of enqueuing and dropping packet based on the following
condition.When the value oAvq(epitopes) is compared with queue capacity (receptor) and the
value ofAvqis less than the minimum threshold (antibody), enqueue the data packets (antigen).
The emueue data packet is also called-sgifigen because it does not create congestion in a
node. Moreover, BPD survives the data packet of popular node in the negative selection phase
called Congestion Avoidance (CA). In this phase, if the data packetsdettee@rescribed
threshold, the lymphocyte will be activated. The activation of lymphocyte shows that a negative
detection has been executed. BPD uses the same negative selection algorithm as IS to activate
the drop probability. The basic difference in boalgorithms is that in BPD, we consider
congested data packets and distributed tolerisation in negative selection, instead of
noncongested data packets. In CA, tmé, is created after estimating a queue capacity
(receptor) randomly. The process of thixw, becoming immature for a time peridds called
the tolerisation period, where tinginn is exposed to the environment and is adjusted on the
basis of queue capacity. The dropping probability activates when the queue capacity (receptors)
matchesAv( (epitopes) and the matching exceetsn (antibody). However, in this condition
Avqg data packets are called nselfantigens because it can create congestion in the queue;
therefore, BPD activates the drop probability at this point. If the matchingdx¢bkemaxn
(antibody) of the queue, the data packet (antigen) drops. However, if there is no dropping of
popul ar nod e sT&hedimts matyesbeckusetit activiates drop probability before
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the congestion occurrence. These thresholdsb@digs) are useful for dropping data packets
(antigens) and avoiding congestion.

The original RED scheme only estimates the queue size after receiving a new data packet,
however, in our algorithm; we use a periodic measurement to calculate the quevesiae.
say that congestion is detected in one inteRiaikeceptors match the corresponding epitopes.
This is because; the chemical bonds bet ween
time. Therefore, a sufficient number of receptors mustdomd within a short period of time.
After congestion detection, we need to classify incoming data packet based on its drop
probability in terms of available capacity and social popularity levels of nodes. In the next
subsections, we initially define drgprobability and then discuss the selection criteria of data
packets that need to be dropped.

4.4.3 Dropping Probability

After congestion detection, we set drop probability based on available channel capacity.
To calculate drop probability, we adopt anadeom RED[85] which is implemented for wired
networks. Dropping probability is critical in queue management, because these dropped packets
due to congestion occurrence help to inform TCP to reducengeddta rate. A monitored
gueue is classified @mngestedf the probability of the queue is suspicious and when estimated
Avgis above a threshold. Here, we calculate the value of base drop prolpgbilgpending on
Avg minn, maxs and maximum droprobability dpmaxin (4.6).

n o an z———— (4.6)

In our algorithm, we calculat@pmax using the ARED [242 concept. The range Ofpmax
lies between 0.01 and 0.5 and this drop probability function uses Additive Increase Multiple
Decrease (AIMD) rule that is helpful for TCP connections. The basic pugbase proposed
algorithm is to adjust average queue size between lower dug@and higher queuédn) and
work this method with existing TCP schemes. To extract the valulg,did), we calculate
Ig=0.4*(maxn - minm) + minn andhqg = 0.6*(max» - minm) + minm. After computing the values
of Ig andhg, we then calculatdpmax Thedpmaxis updated at every time interval and its detailed
procedure is defined in Algorithm 1.

The calculated value @b is used in4.7) to estimate the modified RED drompability of
arrival data packemred_drp_prb In (4.7), count is the number of data packets (antigens)
passed through before previous data packet drops. Actually, dropping probability depends on
node channel occupancy. A node that has higher channgdatoudrops more data packets
and provides fairness between nodes.

i Q@i At onTp Al &Find 4.7)
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4.4.4 Immune Systenbased Socially Popular Node Selection

In this subsection, BPD calculatebe social popularity of the sender node in the network
using IS based selection criteria, and we consider social properties discy3dsl amd[66].

After calculating social popularity of nodes, our system will set drop probability based on
available capacity athe intermediate node and priority of data packets. In BPD, we consider
that the communication between nodesamadhoc social environment is based on social
similarities and closenesdetween each other. We describe the detailed IS based selection
solution in the following paragraphs.

The behaviors of Bell has already been discussed in Section 4.3128|, B-cell is
stimulated when the summation value of all three influences is greater than the defined
threshold value. In ASNETS, the selection oioptized data packets can be achieved by
choosing: 1) a sender node which has a close semantic distanea imidtrmediate node and
2) a sender node which has maximum and minimum geodesic distances with receivers. Similar
to B-cell stimulation, the settion of prioritized achoc nodes depends on three influences.
Node priority setting andBell stimulation influences are defined below:

(1) An Ad-hoc node (Bcell) and a congested source (pathogen) have an affinity between

them.

(2) An Ad-hoc node (Bcell) andits neighboring nodes with high closeness centralities

(stimulating Bcells) have affinity between them.
(3) An Ad-hoc node (Bcell) and its neighboring nodes with low closeness centrality
(suppressing Eells) have affinity between them.

To calculatesimilarity (sim) between nodes, we adopt the concept f{66), in which
similarity is calculated bysemantic distancéds) between nodes. T semantic distance is
based on distance between nodes and their common precursors. THsrs, tised to calculate
similarity, as shown in4.8). Heress denotes congested intermediate node (pathogysh3,
shows sender node {&:ll). Both of the twaoncepts are in the range of 0 and 1.

i Q& h p Qii H (4.8)
Algorithm: 1 Pseudoode ofdpmax )
1 /I Calculate maximum drop probabildpma )
2 if dpma<0.5and Avg>hgthen
3 0 = mhod,q0d)p //incrementcomponent
4. dprax=0  + mad P I/l increment indpmax
5: else ifdpna>0.01and Avg<iqthen
6 =0.9; o} /I decrement comgnt
7 dprax=9  *max d P /I decrement il pmax
8 endif
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In the next step, to evaluate the social property of a node, we emplagrtrality
property of a node. Accding to graph theorycentrality has maximum advantage in
categorizing individuals and defining which node has social importance in ASNET. To measure
centrality of a node, three different techniques, namely degree, closeness and betweeness are
available[214]. In this chapter, we us#oseness centralityp define popularity of a node. The
transmission delay of a packet is proportional telitseness centralitywhich determines the
data packet probability of being accepted successfully bpekenode Closeness centrality
provides the basic reciprocal of meaeodesic distance between nodksis also helpful
congestion in the network, because it shows that receiver neighbors are near to a sender node
and the stay time of a data packet urege is less. A nods, measures the shortest paths
betweens, and all near approachable neighbor nodes respectively. This social property also
provides information on how much time is required to spread informationdyréonall other
available nodes ithe network. The following formula provides ttleseness centralityf node
%. In (4.9),nis the number o§, approachable nodes in ASNET.

6 i hi B Qii h (4.9)
In (4.8) and 4.9), ds(s,%) shows the semantic distance betwegmand s, nodes and
ds($,5) denotes the geodesic distance between rpdesls..
We adopt the Bell stimulation mathematical model presentefd 25 to assign priorities

of data packets. In the following steps, wemiethree similar steps that have already been used
in [125 for stimulating Bcells. BPD uses the same three influences for assigning prioaty t

Algorithm: 2 Pseudocode dE based social popular data packet selection
1:// 1S based node (Bcell) sdection phase using socigbopularity

2: Glculate thresholth=0.9th + 0.1*SP(s) according tcEq. (4.13);
3: Comput&P(s) according tdeg. (4.12);

4: if SP(s) is less than or equal tb then

5: Assignk=mred_drp_prb

6: else

7 Assigk= mred_drp_prb¥ th / SRs));

8: end if

9:// Clonal selectionphase for more specific datgpackets
10: Calculate maximutnmaxkfrom queue;

11 if maxkis less than or equal tathen

12: Drop the arrival packet;

13: Assigrtount=0

14 else

15: Memorize the arrival packet(antigen) With
16: Update antigen counter and ass@mt =-1;
17: end if
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data packet for selecting an-hdc node.

(1) Affinity between sender abloc nodes, (B-cell) and congested soursg(pathogen) is
Sim(Sa,%). When the distance betwean and sa (denoted asigs.,s,)) decreases,
sim(Ss,%) increases according t4.8). Therefore, this data packet has a higher priority
due to the higher similarity betweenands..

(2) Affinity between sender abdoc nodes, (B-cell) and its neighboring high closeness
centrality nodesc (stimulating Bcells) isCe(s,%).

6 i i (4.10)

When the geodesic distance betwesnand s decreasesCq(s,S) increases.
Therefore, the resultant value @.X0) is higher for a sender 4mbc noe that has a
maximum closeness centrality with the neighbor nodes, thus, has more priority for its
data packets.

(3) Affinity between the aéhoc nodes, (B-cell) and low closeness centrality neighbor
nodess (suppressing &ells) isC¢(,9).

When the geodesic distance betwesnand s increases,C¢(S,S) decreases.
Therefore, the resultant value @.X1) is lower for a sender dtc nodethat has a
minimum closeness centrality with the neighbor nodes, thus, has less priority for its
data packets.
We assign priorities to data packets through combining three influences. The
combinations of three influences is denoted as Social Popu&Pifs)), as shown in4.12).

YO i i Q& h 6 i H 6 i H (4.12)
When the summation of social properties, iSHs), increases to a certain threshtigd
then the drop probability of data packetem@ases. It is clear that if the valuetioincreases,
the drop rate of the data packet will also increase. The valuk isf determined at the
intermediate node by means of assigning space in a queue to only those data packets that have
social popularif. We use 4.13) to calculateh, as depicted below.

th -01t*U*SK) (4.13)

The weight factotJis equal to 0.1 for fast convergence in the queue. At initialization, the
value ofth is equal to the social popularity of the first arriving data packet. After categorizing
popularity and less popularity of nodes, our scheme adjusts the drop probability based on
nodedbds popudRayislesythah erequal th, we dssign drop probabilitywith
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mred_drp_prhusing our modified RED drop probability methdtdSR's,) is higher tharth, k
is equal tomred_drp_prb*th/ SB&), which is less thamred_drp_prb Algorithm 2 defines
social classification.

4.4.5 The BPD Algorithm

BPD involves aehoc social nodes that have limited buffer capacity. Therefore, to store
data pakets in the limited buffer and offer availabilities of priority data, BPD provides a
bio-inspired congestion detection scheme after making a comparison with receptors and
epitopes. In addition, BPD imitatesdll stimulation methodology for assignmentpoiority
to nodes using social popularity. Node calculates after each time period and then
compares it with seléintigen and noself-antigen. In terms of dropping probability of data
packet, BPD initially calculates available capacity based drgppinbability and then uses
social popularity (Bcell stimulation) to set drop probability.

BPD detects congestion by matchivgg (epitopes) with queue capacity (receptorAvi
(epitopes) is less than or equalna, (antibody), every arrival daggacket (antigen) will be
enqueued. However, if more data packets (antigens) arrivAamn@epitopes) is greater than
Mminwm, the congestion avoidance (negative selection) phase starts. In the congestion avoidance
phase, ifAvq (epitopes) matches witlmax, (antibody), then the arrival data packets (antigen)

Algorithm: 3 Pseudocode of BPD for dropping probability

1: Initializationcount=Q

2:for all arrival data packedo

3: Calculate IS based social populai®i?(s) of each aehoc social node using Eq. (4.12);
4: Compute minimum thresholdiny= maxtd*1/2, 5) and maximum threshohdax,=minn*3;
5: UpdateAvg= Avgi(1 - by) + QI*byg;
6
7
8

/I Congestion detection phase
//Matching betweeneceptors andpitopes
if Avgis less than or equal tin, then
9: Enqueue arrival data packet (saiftigen);
10: // Negative selection or congestion avoidance selection phase
11:  //Matching between receptors agpitopes
12: else ifAvqgis greater than or equal haax, then

13: Dop arrival data packet (antigen

14: else

15: Compute maximum drop probabilithpma) from Algorithm: 1 ;
16: Caonpute probabilityp, according to Eq. (4.6);

17: Increment 1 in count for every data packet ayrival

18: Computenred_drp_prbaccording to Eq. (4.7);

19 Calculate the social popularity based selection fedgorithm: 2 ;
20: endif

21: end for
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are dropped. Otherwise, the channel capacity based drop probability is calculated. In addition,
BPD narrows down the drop probability using IS based selection of social popular nodes
(B-cell) and thersets social drop probability (as discussed above). To ensure that the dropping
technique is more specific, we use the same concejres selectionwhich decides whether

to drop or enqueue the data packet after choosing a maximum drop probabiliuiEam In

this selection, BPD needs to decide whether to drop data packet or memorize data packet
(antigen) and update the number of antigen courtin). A detailed pseudocode of our
proposed BPD algorithm is illustrated in Algorithm 3.

4.5 Verification and Parameter Settings

In our BPD scheme, several parameters can affect its performance. We first explain the
optimal values of our scheme. Moreover, our scheme uses the channel utilization concept to
estimate average queue size of local node, setshibice values and probabilities based on
[242). To provide optimal values of BPD, we verify management and overhead cost of the
social popularity based on senderde selectiothreshold The calculation ofimilarity and
its parameter setting is defined in our previakapter In the case of high closeness
centrality, we use a maximum distance of 50 m from sender to destination node. Moreover,
distance greater &#m 50 m is considered for low closeness centrality.

4.5.1 Effective Management of Popular Data Packets

Initially, we consider an atloc node occupied by popular data packets which are from
both popular and nepopular nodes. Sincth is the probability ofrejecting the last social
popular data packet which is almost 90% less than dropping any other less socially popular
data packet, packet forwarding guarantee will be high. After some time, data packets that are
from popular node start steadily congestingthe queue. Therefore, the value tof is
increased using4(13) because this value contributes in solving the contention issue of an
intermediate node in the network.

4.5.2 Fair Treatment for Less/Negmopular Data Packet

In this subsection, we assuntet adhoc nodes mainly serve less or ruopular data
packets and popular data packets. The drop probability shows a decrement behavior when the
popularity level of a node increases. According to the cond&R($) 1D, a less or nopopular
data packet will have the same priority as popular ones, ginsaear to the value of less or
non-popular. The popularity of data packets in a node depends on the similarity between sender
and intermediate node and the gesidéistance among its neighbor nodes. With the increment
of distance, the popularity decreases, which may sound ridiculous, due to the prepotency of
small flows, the buffer space occupied by less orpapular data packets will cause queuing
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delay. Afterdropping data packets from less popular nodes, they create a significant negative
impact on generating flow. However, this dropping probability will be helpful to other flows.

4.5.3 Setting of AQM Parameters

An extensive simulation was run for each afi¢he four chosen AQM algorithms: RED
[85], WPD[232, NCQ[243 and BPD.As shown in Section 4.4, a single channel utilization
parameter is required to configure a BPD queue. The calculations of average \weagids
thresholds are based on target delay. These values are assigned manually to RED, WPD and
NCQ. Major configuration parameter values of BPD are satias= 94 packetsmax, = 281
packetspq = 0.0003 andipmax= 0.2. The values for RED, WPD, NCQ and BRB ealculated
using a target delay = 50 ms with 30 Mbps of bandwidth. For the maximum drop probability,
we initially set thedpmaxvalue which changes throughout simulation. The size of the physical
gueue is 1000 packets.

4.5.4 Analysis of Weight Factan Threshold Value

The important constituent of the BPD scheme is to analyze the vallidnoFig. 4.3, we
examine multiple values dfand its trends when nodes senthdaackets. As the popularity of
different priority node data packets populates the quawghould be able to adjust new states
earlier. We assume that the maximuntotl and 50 nodes connect to the intermediate node.
By settingU= 0.1, the value ah will reach 0.5 after 30 nodes. If the capacity of buffer is 6 KB,
th will imitate only data packets that are currently in the queue, otherwise the maximum or
minimum value ofJmay be inappropriate. U= 0.1, the queue will be able to drop data packets
that didnét have too much soci al priority in
intermediate node will be classified as a popular data packet if and only if its social priority is
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higher than the value dh. Otherwise it is considered & less or nopopular data packet.

Therefore, if a packet that arrives in the queue is identified to be less-prinatized, it will
be dropped earlier with ounred_drp_prb.

46 Performance Evaluation

In this section, we continue to evaluate the proposed BPD scheme under a more realistic
scenario such as considering congestion wh@x nodes. To evaluate the queuing system,
analytical modeling has been suitably verified P44 and[245, and it gives accurate results.
Thesimulation environment involving analytical modeling provides a flexibility feature and it
does not involve assumptions of formulas. Therefore, it helps to evaluate the queuing system
efficiently.

4.6.1 Simulation Setup

The primary objective BPD is weploy a dropping based scheme for classifying flows of
real time traffic, whil e maintaining appropr
popularity level. In order to perform verification that BPD can enhance QoS based on social
priority. To substantiate the performance of BPD, our simulation depends on two phases. These
phases are: 1) BPD provides a certain level of fairness between popular grapotar data
packets, in a time which, the popular data packets have the first priority @irtiees?2) BPD
also controls the traffic within the congested link by dropping useless data packets. Therefore it
is helpful in controlling congestion at early stages.

In our evaluation, we compare BPD with three other AQM mechanisms, namely RED,
WPD andNCQ. The purpose of our simulation is to ascertain whether BPD performs better
than the other schemes in termgredan goodpuimean loss ratethroughput delay, attained
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bandwidthand overhead ratio In BPD, we consider a social popularity based dat&gtac
selection module to avoid congestion. However, an IS based social popular sender node
selection considers similarities and neighbor node distances to indicate priority. This enables
the intermediate node to drop data packets based on its populaglty lev

Fig. 44 illustratesthat the ASNET modelis usal for simulations. In addition, the
intermediate node is set up with onelamt node. Test traffic is generated by 50 individual TCP
senders (Sender®D) connected to the intermediatelamt node. Andhe rate of transmission
is 11Mb/s. AQM algorithms of interest in each scenario are activated in a single intermediate
ad-hoc node queue. We use TCP NewReno protocol at the transport layer with 50 ms RTT and
size of data packet is 1000 bytes. We use FTgeterate TCP traffic flow and IEEE 802.11
DCF protocol at the MAC layer. Due to a high overhead of Request To Send/ Clear To Send
(RTS/ICTS), we turn off RTS/CTS. A buffer space is allocated for queue in packets. We select
250 m*550 m as the range of tramssion and carrier sense. The time of simulation is 120 s.
The other AQM parameters of BPD and social popularity level settings are already defined in
Section4.5.

4.6.2 Evaluation of BPD

We assess the performance of multiple AQM mechanisms to avoid congestion loss and we
further investigate the performance of BPD using multiple metrics. Fig. 4.5 depicts the value of
Avg based on channel utilizati. According to[9], channel utilization technique is more
efficient for adhoc environments rather than queue size. To verify the estimated vaies of
we undergo a simulation process. ur simulation procedure, we useo types of data flow on
network FTP and HTP. Additionally, we us® wireless TCP connection nodes to coordinate
with intermediate nodes. The starting time of the first TCP connection is 15 s and after that,
further comections start to communicafeo identify the size oAvqwith FTPand HTTP, we

Fig. 4.5. EstimatedAverageQueuelLength with (FTP and HTTP) TCPo@nections
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